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2009 Travis County Clerk Elections Study Group
Executive Summary

In April 2009, Travis County Clerk Dana DeBeauvadnvened the 2009 Travis County Clerk
Election Study Group to evaluate Travis County’sent voting system and make
recommendations for future systems. DeBeauvoirdetermined that a study group was needed
to address public concerns about electronic vaimdjto ensure ample time to plan for an
upgrade or replacement of the existing system. Rafar outlined the scope of the study group
and presented possible participants to the Travisn§/ Commissioners Court as part of her
effort to ensure broad public involvement.

Previous study groups had been convened throudbeBieauvoir’s tenure to give the

community a voice in how its elections were conddctEarlier groups had studied a range of
issues, from methods for resolving voter intenpaper ballots and strategies for speeding up the
release of election returns to redesign of balloteting procedures for election workers and
protocols for improving voting system security.

The 2009 Travis County Clerk Study Group has catediuthe initial phase of its mission and in
this report presents information about its meetengs recommendations. Its most significant
recommendation is that Travis County move away feonall-electronic voting system to one
that offers electronically-counted paper ballothie Group suggests that this migration should
occur as soon as an alternative that meets Traastg's requirements is available. At this

time, none of the systems currently on the marlkegtrthese requirements, but it is expected that
products meeting these standards will be on thé&ehar the near future.

Overview of Voting Systems

Meetings of the 45-member, community-based Stusyu@began with a comprehensive review
of the voting systems used in Travis County duthegpast 20 years, from punch cards to optical
scan machines to electronic voting. This reviegiuded a detailed overview of the legal
mandates and security procedures required to coetrations in Texas. The Group discussed
some of the significant changes affecting eleciidministration, such as the growing popularity
of early voting in person and increased administeaduties associated with conducting
elections for numerous local jurisdictions. Whakrly voting offers convenience to voters, and
combining the elections of different governmentgitees reduces voter confusion and saves
taxpayer money, these programs also require thatrkeds of ballot styles be available to voters
within a complex overlay of multiple jurisdictionbbundaries.

Subsequent meetings analyzed the four main voyisigss in use in the United States and the
benefits and shortcomings associated with eaclemsysthe voting systems considered were:

- direct-recording electronic (DRE)

- DRE with voter-verifiable paper audit trail (VVPAT)

- optically- or digitally-scanned ballots, and

- hand-counted paper ballots.



A cost comparison of the four systems was condueyeal Study Group subcommittee and
County Clerk Election staff using conditions praserthe November 2006 general election.
The subcommittee ranked the systems from leastsike(DRE) to most expensive (hand-
counted paper ballot), with optically- or digitallganned ballot systems and DRE systems with
voter-verifiable paper audit trails landing in tinéddle.

Concerns and Benefits of Current System

Most members expressed confidence in the way T@msty currently conducts elections and
in the accuracy of the system, but members alsa@baderns that the all-electronic system has
no paper backup. Members noted that the lack afp@pballot decreased voter trust in the
system, required recounts to be based solely atretecally-reproduced ballot images, and
increased the risk of election equipment tamperiRgrthermore, the Study Group considered
that the current eSlate voting system will reaeheéhd of its projected life span within the next
few years and agreed that a replacement optiondgheudentified soon to allow sufficient time
for procurement and implementation.

The Group identified positive aspects of Travis Qtgis current system. It offers fully-

accessible voting to disabled voters (a high pgdor all members). Substantially completed
election returns can be completed by 10:00 p.nelection night. The system can produce the
proper ballot format for any voter, allowing votéoscast a single ballot at a single polling
location and eliminating the need to maintain \&stes of paper ballots. Travis County has the
ability to independently program the ballot withaehdor intervention, and the County’s use of

a multitude of security protocols and testing meastar exceeds federal and state requirements.

Summary

The Group is concerned about the security riskscat®d with an all-electronic voting system
and its effect on public trust in the election ms&; however, the Group is impressed by the
Travis County Clerk’s Office use of safeguards pratedures well beyond those required by
law. The Study Group is reassured that these messignificantly reduce the possibility of
tampering.

The Study Group finds that Travis County shouldnatigas soon as is practicab a voting
system that combines a paper ballot record witblectronic count. Such a system would
provide opportunities to enhance security, trarespay, and accuracy, perform more verifiable
recounts, and improve voter confidence. Althoagtical/digital-scan ballots systems are on
the market now, they do not meet the Group’s stalsdf@r security, software design, and cost-
effectiveness.

The Group recommends moving to a new system im¢lae future; however, it also

recommends that Travis County delay immediate adiecause voting systems are in a period
of transition. Vendors are in the process of dawelg and releasing new generations of systems
that promise better security, superior softwaregihesmproved accessibility for the disabled,

and less paper waste. The Group has issued &rs@timmum requirements to help guide
vendors in product development.



Further influencing the recommendation to waihis imminent possibility of new federal or

state standards and legislation related to votystess. A transition delay could allow the
County to take advantage of stricter legal stargléodvendors, whereas moving ahead too
quickly could result in the County selecting a systhat does not meet the newest guidelines, a
situation which could affect the County’s accestetteral funds provided for new system
purchases.

In the interim between this report and the purcludsenew voting system, the Group asks the
County to carefully monitor government and venddivéties, work to influence the
development of better systems, and continue takdar even higher standards of security, risk
mitigation, and detection practices for the curfi@RE system. When more specific information
on new election system products becomes availdi®@eGroup will reconvene to discuss further
action.

An overwhelming majority of the Election Study Gposupports the recommendations in this
report. Two minority reports were submitted by mensb— one that supports hand-counting
paper ballots and one that advocates the contoruafiall-electronic voting— and can be found
in the appendices.
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2009 Travis County Clerk Elections Study Group
Mission Statement

1. Ensure that Travis County voters have an accuii@te secure, transparent to the public,
and accessible voting system.

2. Determine a minimum and maximum time range as tenneplacement of the current
voting system is necessary. When the voting systampurchased in 2002, it was
assumed that the life of this type of technologg whleast ten years.

3. Evaluate concerns regarding the existing electreoiing system and any other type of
system that may be under consideration. Thesescosminclude, but are not limited to,
security; ease of use for voters; intent of vadsues; accessibility; accuracy of count;
transparency to the public, and efficient use gp&yer money to purchase, operate, and
maintain a system.

4. Make recommendations to Commissioners Court reggroiptions for upgrading or
replacing the current election system.

The Format of This Report

This report begins with the story behind the fonorabf the 2009 Elections Study Group,
followed by biographical information on the grougmbers, and a short history of the different
types of election systems used in Travis CountyHerpast several decades.

The report then devotes a chapter to each Studyg@reeting. The meeting chapters include a
brief summary of each presentation and summariéseojroup members’ comments. (For more
information, please vishttp://www.co.travis.tx.uswhere video recordings of the actual
meetings and copies of the documents that wereldistd are available.)

The report concludes with the Study Group’s Findiagd Final Recommendations to the Travis
County Commissioners Court. Finally, the appersip®vide additional information related to
this process including:

the document provided to Commissioners Court reggrithe creation of the 2009
Elections Study Group,

a comparison of different voting systems usingdtiteria discussed in Meeting 5,

a paper entitled “Evaluating Security for Travisuity Voting Systems” by Brent
Waters

a portion of the House Committee on Elections’ 20@8rim Report, specifically Charge
No. 1 entitled “Study the general issue of eledtrmoting technology, including the
issues of general benefits and risks, securityeaedracy, paper trails, etc.,” and

two minority reports that were submitted by studgup members.
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Analysis of Travis County’s Current Voting System ad

Recommendations for Future Systems

Introduction and Background

In 2009, the Travis County Clerk convened an EbediStudy Group to examine Travis
County’s current voting system, evaluate concebmiithe use of electronic voting, and make
recommendations regarding upgrading or replaciegthrent voting system and the timing of
any such changes. The decision to create thipgtauted to take shape several years back
when a variety of factors coalesced:

1.

In 2007, the County Clerk informed the Travis CquiAlanning and Budget Office and
the Commissioners Court that decisions about agraypgraded system were on the
horizon for two reasons. First, new federal aadleskegislation and standards regarding
voting systems were expected within the next fearye Secondly, the current system
was obtained in 2002, and, at the time of purchiagggs estimated to have an
approximate life span of 10 years. Since evalgatirchasing, and implementing a new
system had previously taken about three yearsastalmost time to begin discussions
about Travis County’s next voting system.

The County Clerk’s evaluation of electronic votsegurity included the prospect of
adding a paper element, however, there were cososer how that method could best
be incorporated, its fiscal impact, and how to@péte new federal or state requirements
for voting systems.

The County Clerk had received comments from cizesncerned about electronic
voting. She wanted more detailed input from a wideety of persons throughout the
community to gather the specifics of these concanasto get a sense of what they
envisioned for future voting in Travis County.

The Commissioners Court asked the Clerk to revidsitinal information from the
community organization VoteRescue following thagaoization’s request that Travis
County immediately abandon electronic voting anaveot to a hand-counted paper
ballot voting system.

The County Clerk has in the past successfully datigether a citizens panel to seek
advice on issues related to voting and to partteipathe selection of new voting
systems, and she believed this type of communitgliement would again be valuable.

On February 3, 2009, the County Clerk brought amito Commissioners Court requesting
discussion of the formation of a new County Clel&dions study group to examine current
election issues and make recommendations for fltaeis County voting systems. The request
included a mission statement, information as twisr&€ounty’s current status, background
issues, suggested meeting topics, ideas for pegsasticipants, and proposed rules of conduct
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for the meetings. Representatives from the orgaioiz VoteRescue also made suggestions
regarding the content of these items. The documssd to guide the formation of the Study
Group may be found in the Appendix A.

After the presentation of this plan to Commissisn@ourt, the County Clerk’s Office contacted

representatives throughout the community to reqnest participation in this important project.
The following is a list of the individuals who agrto serve.
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Rules of Conduct

To keep this size of a group on track and runningahly, the following rules of conduct were
suggested and approved at the first meeting asthdy Group.

1. County Clerk Dana DeBeauvoir is the chair of thesetings but may designate other
members to serve as temporary chairs.

2. Members will work together to find solutions tha¢ @ the best interest of all citizens of
Travis County.

3. Members will be flexible and keep an open mind whigtening to information that is
presented and to the comments of all members.

4. Members will act cordially, respectfully, and preseonally. Members will disagree without
engaging in personal attacks or name-calling.

5. Members will speak one at a time without interragtone another. To facilitate this, the
Chair or a designated representative will call peakers who have their hand raised.
Members will identify who they are before they dpea

6. Members will stay on topic, make their points ceety, and not repeat themselves during a
discussion. To keep meetings moving forward, thaiCor designee may ask a speaker to
summarize their comments.

7. Members will place their cell phones on silent tarate, so that you do not disturb the
presenter or disrupt the meeting. Members wilh stetside if they need to answer a call.

8. Members will disclose any possible conflicts okirst (a conflict between your personal
interests and your public duties) at the first nmegof the task force.

9. Decisions made by this group will be made by majatecision using a show of hands.

10.Members will attend all called meetings and workssans to the best of their ability. In the
case a member cannot attend, the member will nibtéhychair or designated staff contact as
soon as possible. If a member cannot attend a mgetbiey may send another representative
to attend as their spokesperson.

11.Persons outside the membership group (unless tieqyaat of the program) may not speak
during meetings. However, questions or commentglmasubmitted to the Chair and will
be provided to the group at a later time.

12. All meetings will be recorded in the form of mingtend as a matter of record for
informational purposes.

13.Formal communication between the Elections Studyu@rand other entities, including the
media will be conducted by the Chair and/or represteses designated by the Chair.

14. Once the final recommendations are given to Comamsss Court, members who wish to
do so may submit minority reports to the CommissisrCourt.

19



20



A Brief History of Travis County Voting Issues
During the Last Twenty Years

In 1987, when Dana DeBeauvoir first took officelaavis County Clerk, voters were
predominantly casting their ballots on a punch eatihg system that had been purchased in the
1960’s or by using a paper ballot (or sometime&oPunch card ballot systems had been the
answer to an earlier generation’s search for annaatted counting system that could handle
Travis County’s burgeoning population, and it hadred Travis County for two decades.
However, as many local election veterans can attestaging system was plagued with
problems.

Except for the actual counting of the punch cattiks,system was anything but automated.
Every election required the printing of ballot pagleat were mounted on flimsy metal posts.
Each ballot had a series of pages, and for evdiggbooth, the correct pages had to be hand
fitted into a frame that attached over a plastisknarhe slot behind this frame was where the
unmarked punch card would hopefully slide all theeywn. Poll workers agonized over the
difficult task of aligning the ballot pages, votingachine parts, and punch cards in such a way
that when the voter’s hand-held stylus punchedla hext to a candidate’s name, the correct
hole was in fact punched. Decades before Floaf®2nd the entry of “hanging chad” and
“pregnant chad” into the public lexicon, Travis @bywas already well aware of problems with
misalignment and the fragile punch cards that lnedis which could become dislodged during
transport or handling.

Faced with an aging inventory of equipment, cons@wer accuracy, and slow election returns,
Dana Debeauvoir assembled her first Election S@iayup in 1988. The group launched an
extensive review of possible alternatives. Afteo tyears of research, careful selection of the
right vendor, and development of the implementagilam, Travis County conducted its first
optical scan election in 1990.

The improvement over the punch-card system was oirateeand dramatic. The optical scan
system used a specially-printed paper ballot withidbes next to each candidate or issue
position. Voters colored in the bubbles next tartbkoices and placed the ballot into a ballot
box. The ballots were then transported to a ckstasion, reviewed by resolution teams who
made sure the voters’ intent would be properly read run through scanners. Ballots with
write-in information were put aside after tabulatend the write-ins were hand-counted.

One downside of the system was the intensive affeetied when trying to confirm how a voter
intended to vote. The scanning machines were abieaid whether or not there was a mark in a
particular bubble, but voters proved to be incrBddoeative. Voters sometimes circled their
bubbles instead of filling them in. Occasionallyaer would write a message to indicate his or
her choice, for example, writing “no way” next teethname of an undesired candidate. Emphatic
check marks over one candidate’s bubble sometic@dentally crossed over into the bubble of
another candidate, or shaky hands left stray nrarkdomly on the ballot. Some voters confused
the new system with the old and actually punchddshim the bubbles next to their choices. For
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several Travis County elections, one eccentric filiaad in the bubbles usingis own bloocand
then signed his name at the bottom.

The Texas Legislature and Secretary of State, gaviong history with paper ballots and even
punch cards, apparently anticipated these typpsafifiems and mandated that election officials
also examine each optical scan ballot before itveamited to ensure the voter’s intent was
properly interpreted.

Other issues that presented a challenge were:edg@ird accurately managing hundreds of
thousands of unvoted and voted paper ballots; hasdfficient quantities of ballots in the
correct format for every precinct at every locatthuring early voting; ensuring availability of a
large facility that could accommodate the scanaadshundreds of workers required to receive,
sort, examine, scan, and store all of the paperwarking with scanners that would jam in
humid weather when moisture in the air swelledphger.

When the optical scan system was first introdudeayis County followed a process that was
longstanding and commonplace throughout the couptegcinct election workers opened the
ballot box and handled the ballots during the dagr hand-count paper elections, this practice
was used to count ballots throughout the day; twrch card elections, workers uniformly
stacked the punch cards for quick feeding intoniaehines at the counting station. For optical
scan elections, workers turned all the ballotsstrae direction so they could be quickly fed
through the scanners and audited the ballots trméte the intent of the voter.

In 1993 and 1994, the practice of opening the balixes during Election Day came under fire
from members of the community who believed this wagrious security risk. The County
Clerk reconvened the Study Group to discuss this the Study Group determined that
sufficient safeguards could keep this practice seand that the existing procedure offered
greater efficiency and cost effectiveness. Howedespite this finding (and although no
incident of inappropriate ballot handling at thegnct was ever substantiated), the community
remained deeply skeptical of the security of thisldallots during a precinct audit.

In an effort to ensure public confidence in theceta process, in 1996, Travis County changed
its policy: ballot boxes were now locked, sealed] apened only upon arrival to the central
counting station for processing. This change ingyadeverely constrained the county's ability to
quickly process the voted ballots, but the Clerkelbved that the concerns about the precinct
ballot audit were spreading fears that could ultelyaundermine the community's trust in the
conduct of its elections.

By 1998, the optical scanning system was fast gmriag the end of its life. It had begun to fail
on occasion, and the vendor planned to discontimaietenance on the software and hardware.
Meanwhile, the county had outgrown the system itipased, having increased from about
306,000 registered voters in 1991 to about 500,00 public had begun to apply intense
pressure to speed the release of final returnsemti@n night, demanding substantially
completed returns by the 10:00 p.m. news broadcdsts delay introduced by the sealed ballot
box policy shift, combined with the over 60% incgean the number of registered voters, meant
that election returns could not typically be contgdeuntil after 2:00 a.m. on election night.
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Critics within the community felt that the countyasild have a faster system and that the dead-
of-night final returns created worry about vote pemng at polling places and the central
counting station.

On Monday, February 8, 1999, the County Clerk cardethe 1999 Travis County Election
Study Group to address local election issues. Tudygyroup was charged with improving the
timeliness of final election results and selecanngpting system that met Travis County voters'
and administrators' expectations of open, fair, acwlrate elections conducted at a cost
Commissioners Court could justify to taxpayers.

At that time, the systems that were available enltimited States were optical scan and electronic
voting. The prevailing public opinion was that ViesCounty should move to an upgraded
optical scan system that had precinct ballot cagnt®¥oters would continue using the optical
scan ballots they were comfortable with, but indtebdropping their ballots into ballot boxes,
they would feed them into precinct ballot counte@hsch scanned the ballots, notified voters if a
portion of the ballot could not be read, and reedrthe vote total. At the end of the night, a
download of the information from all of the predit@llot counters was compiled for the final
results.

However, three major events made this decisionfezssble. First, in 1995 in El Paso County, a
class of mobility- and vision-impaired voters filadsuit alleging they were discriminated against
because they could only cast a ballot using thadypassistance. Although the ultimate ruling
in the suit did not turn out in this group’s favdrbrought to light a fundamental concept that
changed the election landscape. Following thigcthe Texas Secretary of State issued
guidelines stating that any newly-purchased vasiygiem had to allow mobility- and vision-
impaired voters the opportunity to cast a balldhwut third-party assistance. This immediately
disqualified the use of new all-optical scan syst@vhich only utilized paper ballots. It left

open the possibility of either a hybrid system (tmet predominantly used optical scan but also
had one electronic voting unit in each polling pldar impaired voters) or an all-electronic
system (which allowed all voters to vote on the saystem). The general opinion of electronic
voting was very favorable, but because the purcbasts were much higher, the county initially
focused on a review of hybrid systems. When theu@mmntacted entities throughout the nation
who had purchased hybrid systems, many said tegtrégretted not choosing an all-electronic
system. Almost every election administrator cormad about the potential for human error that
could occur when utilizing the complex programsdombining election night results from the
two different types of systems.

The second major event was the issuance of fugihidelines from the Texas Secretary of State
stipulating that if an electronic voting system wasvly adopted by a county it could only

offer voters the opportunity to vote electronicalaper could only be issued in ballot by mail
or emergency situations. The Group began to censidt its best and possibly only alternative
was electronic voting. (Incidentally, a coupleyefirs later the Secretary of State altered its
recommendation and now allows hybrid systems).
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The third watershed event was the infamous Presal@tection of 2000 and contested Florida
recount. The ensuing national discussion aboutfederal election legislation eventually
resulted in HAVA (the Help America Vote Act).

In light of all of the above considerations, thadt Group’s final recommendation was to
purchase an all-electronic system. Careful coasatt from computer experts on the panel led
Travis County to select a touch-button system att&f a touch-screen system. These same
experts advised election staff on computer security

Since that decision and implementation of an atg&bnic voting system in 2003, Travis County
has enjoyed seven years of successful electiong etectronic voting. Worries about
determining voter intent and the unlawful alteratad paper ballots are in the past, and election
returns are substantially completed by the 10:0@sne~ewer problems are found in audits that
compare the number of signatures on the polldishé number of ballots cast. Additionally, the
elections staff has sharpened its risk managenkdlst during this time. The county goes well
beyond the protocols required by law by perforrmmgjtiple testing procedures, such as manual
logic and accuracy testing, hash-code testingpanallel monitoring, to test for a variety of
potential problems. The intensity and scope ofctinty’s elections testing program regularly
receives national attention, and it received eonali best practices award in 2005 from the
Election Center for its testing procedures.

History has proven repeatedly that no voting systeperfect, and electronic voting is no
exception. All voting systems age, and the expklategevity of Travis County’s electronic
voting system at the time of purchase was appraeiiyd0-12 years. Additionally, electronic
voting requires constant vigilance and testinguard against software tampering; the County
must always look for ways to improve software tggtnd tighten the security protocols.
Ideally, the County would prefer a paper record toauld be used in recounts, but the current
state of such technology has serious drawbacksll¥i and very importantly, the public is very
concerned that electronic voting systems can bié/d¢ampered with and some citizens and
groups worry that electronic voting systems singapnot be trusted. Bills pending in the US
Congress and in the Texas Legislature could diethi voting systems voter could choose in
the future.

As a result, the County Clerk again asked for thiglip’s input on what type of voting system
they want for the future. To arm the 2009 Electgindy Group members with ample
information to make well-informed decisions, menseere asked to learn a great deal about
the many sides of elections including election lprecedure, security practices, ADA issues,
and different types of voting systems. They weskeed to be open to all information and to
focus on facts over the heated rhetoric and ematiahoften accompanies this issue. The Group
was charged with reaching a consensus view andrggfeecommendations to Commissioners
Court about future voting methods, costs, and gmirhe Group allowed for minority opinions

so that every voice could be heard. This repdtiesresult of this Group’s outstanding effort.
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Summaries of the Meetings of the
2009 Elections Study Group
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Meeting 1

Welcome and Overview of Election Administration
April 15, 2009

Opening Comments and Information

Travis County Clerk DeBeauvoir welcomed the membétbe Study Group and thanked them
for their willingness to serve. She spoke aboatvis County’s history of election
administration and the mission of this Study Grotjpe rules of conduct (as seen on page 15)
were offered and voted into acceptance.

Presentation: Elections 101
By Gail Fisher, Travis County Elections Division Neger

Objective

The purpose of this meeting was to provide memaelstailed overview of what goes into
conducting an election and to discuss the functibasmust be performed no matter what type
of voting system is used. The meeting served taden members’ perspectives and enhance
their ability to judge what is best for the futwieTravis County elections.

Summary of Presenter’'s Comments
For a voting system to be successful, it must mepadible with the needs of all voters, a fiscally
viable choice for the county, and efficiently adistared within the mandates of the law.

Important questions to ask are:
Is the system accurate and secure?
Is the process of casting a vote easily underdigogbters?
Can elections be conducted in a fair and equal erafion both able-bodied and disabled
voters?
Is the elections process transparent, and is theumb of the election handled in a way
that is transparent to all voters?
Will the system meet the needs of Travis Countihefuture?
Is the system cost-effective?

Also important are the questions concerning theiadtnation of an election. Although the
scope of these questions are often the least pybdigcussed, their answers are the bricks and
mortar that comprise an accurate, secure, fairtframgparent voting system. Some examples of
these questions are below.

How does the system handle multiple ballot styles?
How are ballots programmed?

How are ballots printed?

How are ballots proofed?

How are ballots tested?
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How is ballot security handled?

How does the system handle ballots by mail?

How does the system handle early voting in person?
How does the system handle election day voting?
What is the voter interface and how does it op€rate
How are votes/ballots handled at the end of eatihgyday?
How are votes/ballots transported?

How are votes/ballots tabulated?

How are results posted?

How are post-election audits handled?

How are results canvassed?

How are recounts performed?

In rounding out this list of questions, it is impamt to assess the future direction that Travis
County voters would like to take as voting syst@walve. Current emerging trends are:

Vote centers

Vote centers allow voters to vote at any pollincgliton on election day rather than
having to vote at their neighborhood precincts, imglelection day like a typical day of
early voting with over a hundred possible votingdtions throughout the county. To
implement this type of program, each polling losatmust be equipped with computers
that can communicate with the voter registratiotabase in real time and with a voting
system that can supply the proper ballot face/stykny voter at any time.

Same-day registration

Several states have implemented same-day regstnatth success. However, like vote
centers, polling locations must possess the teolggdb communicate with the voter
registration database in real time in order togtegiand properly qualify voters to vote.

Internet voting

Some pilot programs of Internet voting for militaagd overseas voters have been
conducted in some states on a very limited basisi€eSEuropean countries are looking
closely at developing Internet systems that woudgttithe high standard of security
necessary for voting.

Overseas electronic voting

In 2008, the Texas legislature enacted a pilot anogallowing an electronic version of a
blank ballot to be emailed to a military voter grtin circumstances. Current law
requires that the ballot be printed, marked, aturned by mail. This program will likely
evolve and expand because of the continuing neptbtade military servicemen and
servicewomen working in dangerous, hard-to-reaehsrthe opportunity to vote.

Open ballot-by-mail voting

Currently, persons are eligible to vote by maihéy are over 65, disabled, out of the
county during the voting period, or incarceratetiimt yet convicted. One idea under
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consideration by some in Texas is to remove thesteictions and open the process to all.
Many states operate non-qualifying ballot-by-madgrams while continuing in-person
voting. A small number of states have moved to cetidg elections usingnly ballot-
by-mail voting. These programs have been well kaxkibut there is still debate as to
whether this type of program would be a good fitFexas.

Most voters have experience with registering teeyohoosing to vote early or on election day,
going through the qualification process at theqalasting a ballot, and watching election
returns. Some, especially those who have servetteson workers, poll watchers,
campaigners, or activists, have a broader undetistguof the laws and processes associated
with conducting an election. However, few indivadisihave a chance to see the entire scope of
the people, processes, and procedures that amerlabefore and after votes are cast. This
combination of people, processes, and procedures:

makes certain the voter registration rolls are eatex

locates convenient early voting polling locationsl meighborhood election day polling
sites;

staffs, trains, and pays poll workers;

supplies polling locations with voting booths, vagfiequipment, supplies, forms, voter
rosters, computers, tables, chairs, signage, amd;mo

monitors voting activity and communicates with pabtrkers;

interviews, hires, and trains support staff;

collects ballot information from the entities una@entract with the County to conduct its
elections;

programs the ballots;

uses physical and electronic security practicgsdtect the voting process;

tracks legislation and conducts elections withi tiandates of detailed and complex
election laws;

accurately collects, tabulates, and canvasses;votes

responsibly performs post-election audits and retuand

safely and carefully maintains and stores all eapaipt and supplies.

During this presentation, these topics were dissdissid the Group received an overview of
what is involved in preparing for and conductingedection regardless of what type of voting
system is used. With this foundation, the grougld¢onore thoroughly assess the four main
voting systems in use in the United States—directrding electronic (DRE), DRE with voter-
verifiable paper audit trail (VVPAT), optically aligitally scanned ballots using precinct ballot
counters, and hand-count paper ballots— and conaidat type of system is best for Travis
County’s future.
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Meeting 2

An Up-Close Look at Travis County’s Current Voting System
April 22- 29, 2009

Presentation: Elections Division Tours
Tours conducted by Gail Fisher, Travis County Eters Division Manager and
Michael Winn, Elections Division Program Manager

Objective

While Elections 10looked at the individual components of conductingelection without
being system-specific, the tours of the Electionsdibn served to inform the members of the
many intricate steps laid out by the Travis Cou@grk’s Elections Division to ensure an
efficient, secure implementation of the Hart Intet€ DRE voting system.

After brief visits to all of the departments of thi@ision, the tour focused on a few major areas:
training poll workers to process voters at thepatid using the eSlate to cast a ballot,
physical security of the Elections Division, witmphasis on the Operations Area,
security of the voting system as it is warehouseti@epared for dissemination to the
polling locations,
security of the system during voting and tabulatemd
testing procedures used on the voting system’sherland software before, during, and
after an election.

Tours were organized into small groups of 6-8 St@dgup members, and a post-tour question-
and-answer session occurred at the request ofgeaap.

Each group remarked that the tour gave them a desdtof new information, especially
regarding Travis County’s security program. Theyenienpressed by the level of thought and
procedural analysis that the County Clerk and hectons Division has given to assisting the
voter, training election workers, protecting andmteining the equipment, and developing
security practices.
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Meeting 3
Group Discussion of Concerns with Travis County’s

Current Voting System
May 6, 2009

Opening Comments and Information

Dana DeBeauvoir encouraged all members to obskeveléction being held on Saturday, May
9, 2009. She also said that several members lgqaested that future meetings conclude at 4:30
p.m. instead of 5:00 p.m. and solicited input fribra group.

DeBeauvoir discussed that one of the problems thighrcountry’s election structure is the lack of
an independent investigative authority that camesg\complaints or incidents to determine their
validity and, if appropriate, to recommend correetactions to other election administrators.
For instance, if there is a mishap with an airpJahe National Transportation and Safety Board
investigates and provides a definitive rulingt ifurns out that there is something wrong with a
plane’s design or an airline practice, recommedator preventative mandates can be applied
across the industry. However, with an election clamp there is no outside body to conduct an
inquiry. As a result, rumors or legitimate comptaiare often given the same weight. Hearsay
becomes accepted as vague and unsubstantiatedsaally offering little or no pathway toward
a constructive remedy.

Discussion Groups

Objective
This meeting was designed to give members of thegtime to freely discuss their perceptions
and expectations for voting in Travis County.

DeBeauvoir began by stating that the purpose ofrteeting was to define the problems with
current voting systems and that the output of tkeeting would provide the basis for how the
group was to evaluate voting systems in the futuféde members were then divided into five
breakout groups and given questions as guidelorediscussion. The questions and a list of the
most commonly shared topics and comments are below.

Question 1

A. Generally, what is your impression regarding tle way elections are
conducted in Travis County? Did your view change dér you received the
introductory information at the first meeting or af ter the tour?

B. Please list at least three positive aspects and #& negative aspects
concerning the conduct of elections in Travis Count
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(Because the answers provided by all groups wengasi they have been combined into the
summaries below.)

1. Most members were confident in the way Travis Cpwonducts its elections, but many
had concerns with an all-electronic voting systbat had no paper backup.

2. Some were concerned about reports that electraicg/machines had been hacked in
test environments, and members were made awaepoits by the California and Ohio
Secretaries of State that studied the vulneradsliof DRE systems.

3. After theElections 10Jpresentation and the Elections Division tour,dheup had
greater confidence in the way elections are cormdlict Travis County. It was suggested
that web tours or a citizen’s academy could hehgelthe gap between the public
perception of questionable voting security andrédaity of the way Travis County
protects the vote. Group members said their trudteé County’s election process was
significantly increased when they learned of thizesive physical and electronic
security procedures employed by the Clerk’s Offigdey also said they were impressed
by the Elections Division’s experienced, diversedidated, and responsive staff. After
the tours, group members reported having greaergtanding of the complexity of
administering elections and valued Travis Coungckbns efforts to reduce the
possibilities of human error. They noted that thera great deal of transparency of
process and were appreciative of the fact thaCtinenty Clerk invites anyone with an
interest to observe all election operations. Sommi®members concluded that because
of the myriad security measures practiced by Tr&aanty, it would take a great deal of
collusion to subvert the process. They also obskttvat Travis County Elections
constantly looks to improve its systems, secutrgining, customer service, and all other
aspects of the conduct of its elections.

4. Most members agreed that low voter confidencesisrmus problem. They believed the
primary doubts stem from the lack of a physicaldtain the form of either a paper ballot
or a paper record of an electronic vote.

5. Members discussed their confidence in the accustlye system, believing that the
votes that are entered are the votes that are ebuhihe speed of counting and reporting
were also seen positively, with the general catlestquality should not be sacrificed for
timeliness.

6. Every group remarked that having an accessiblegaystem was a priority. Members
said that by giving voters with disabilities thepoptunity to vote a private ballot without
special assistance and on the same equipment\asger$, Travis County demonstrates
that it values disabled voters and supports th&ictan that all voters have equal voting
rights under the system. Members also praisedsitietiat the system gives poll workers
an easy way to offer curbside voting to a voter wghphysically unable to enter a polling
location.

7. Some members noted that the design of the curysteéra makes it an efficient and
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economical process to have the proper ballot foawatlable for any voter of any
precinct without wasting vast amounts of papere @hility of the system to easily
produce the required complex ballot combinatiotead the county to consolidate
elections from different entities onto a singleldial This means voters only have to go to
one polling place and vote on one ballot.

8. Group members said that the Travis County traipirgggram and training materials are
thorough, but some stated that a new generatipolbivorkers is needed to replace the
current aging population of workers. Other ideaduded providing more technical help
for the polling location judges, better system tdiees for the voters and workers (such as
larger fonts on the screens), and easier methadftng up voting equipment.

9. Some had a negative opinion of the method therelgictsystem uses for recounts. The
concern was that a manual recount uses ballot isnageted from the electronic voting
system, therefore a manual recount may not dekectrenic tampering. It was also
suggested that a computer screen visible to thicpghould show results as they are
being calculated on election night.

Question 2

A. Considering your findings in Question 1, alongvith the concerns you
believe are important to Travis County voters, compe a list of issues that
you think this study group needs to cover regardinghe voting system
used in Travis County.

B. Rank the items on your list in terms of importarce on a scale from 1 to 5,
with 1 being the most important.

(These comments are sorted by group response amndotitling taken from their exercise
worksheets.)

GROUP 1

1. Accuracy, economy of time, and verification— isappr trail necessary and how
does it impact the efficiency and economy in theduat of elections?

2. Usability of equipment and access for all not dolypeople with disabilities, but
also those with dyslexia, those who can’t readhose who don’t understand
English.

3. Understanding security technology and risk managémeainderstanding the risks

throughout the system and how they are handledi¢stc review of the ballot by
mail security procedures).
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4.

5.

Voter communication and education— there is a rieegoung people to participate
and older citizens to be comfortable with the systéhere is a current need for more
voter education.

Wise use of taxpayer money— if there is additiarat of a system, at what point
does the cost become prohibitive?

GROUP 2

1.

4.

5.

Verification and ability to audit with transparenagd intent— there needs to be a
method for people to verify that their vote is ctath

Usability of equipment and accessibility for all amg different demographic groups
as well as people with disabilities.

Understanding security technology— People neecttalibe to understand what the
security, safeguards, and technology mean witheungoan expert.

Voter communication and education including thesvogégistration process.

Wise use of taxpayer's dollars and be as economscpbssible.

GROUP 3

1.

Do no harm (accuracy, accessibility, timeliness)favis County’s system has
performed well. It has been accurate, accessihtepeovides timely results. The
County should not take a step backward but showdenfiorward from where they
currently are.

. Address voter distrust— there is an inherent dsstiuthe system. Sometimes,

perception matters more than the truth. There teistn improvement in the
comprehensive confidence in system (some votereer system to be hackable).
Travis County needs to create options to changeep&on such as a citizens’
academy). How does an auditable system mitigatpeheeption/reality divide?

Timing/technology change— When would new equipnsgstem be purchased?
How long should we delay if we are currently doimgharm, and how much money
do we spend? What is the right time to make tloesamn to change and move to
technologies that will require new training, equgmt and possible increase in staff?

Accessibility and public education with a permansaff to address these issues—
Travis County must maintain and carry forward asii®kty to keep our promise to
the voters of Travis County.

Voter-verifiable paper trail system— Should we haweerifiable paper trail? There is

a need to discuss the fiscal impact of this. Ispiéyger trail ever going to solve the
problem of trust or perception of collusion?
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GROUP 4

1.

2.

Accuracy, accessibility, ballot verification argtpriorities.

Efficiency, clear set of rules, transparency ofslistemm— There needs to be a clear
set of rules that everyone understands such asheprocess works, how the returns
come in, and how the totals are reported.

Ability to perform a meaningful recount.
Ballot format issues, auditability— A voter may @nstand the ballot or not know
how to use the equipment properly and could hitGhst Ballot button too soon,

resulting in unintentionally missing races on tiadidi.

Economic feasibility and timing of returns were abthe top of the list because “at
what cost democracy?”

GROUP 5

1.

Increase public confidence; measure and quantify

a. How to quantify and increase public confidencelet&on results— Even if
results are accurate, a serious civic problem ¥isihe public does not believe
they are accurate. Do people believe the systamibe hacked into, or do they
believe their systens being hacked into? How many people distrust tealte of
any given election? It would be interesting toand quantify these questions.
The best way to increase public confidence is tadmeirate and let the public
know that you are.

b. Are there fundamental risks with electronic voting?

c. What are the advantages and disadvantages of palp@tis or records?

d. What are the complexities of hand recounts?

Independent verification of election results— Cuathgelection audits are performed
by Travis County. Could an outsider come in to aiuditead?

Reduction of costs— Are we sacrificing anythingyes 10 p.m. results, and what are
some ways to reduce costs?

Are there procedural problems that depress votapotu?— Are there problems at
the polling place that cause people to not warnbte? Can procedures be reworked
to improve turnout?

Achieving national standards for election systems
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Question 3 (posed after members returned from groug)

What were the most contentious or controversial sues discussed in each
group?

Below are sample comments (grouped by topic).

1.

Voter Education — Does voter education work? — Voters may or maywemnt to be
educated. What does voter education mean? — #&ues-based (which has to do with
civic duty)? Is it cognitive (how to use the votisgstem)? Does it have to do with trust
(do voters believe the system works)?

Voter Participation and Outreach — It is frustrating that people have easy access to
voting but they don’t turn out to vote. How do wet goters to take more responsibility
for participating in the election of their leaders?Voter registration education is also an
important component. — These are social issuesn&®d to reach out more and address
these concerns. We need to tell people they arertiant and their vote does matter.
Why do people turn out? — Some reasons are peraodahose reasons are hard to
change. But providing more information about wherkat, and when can help voter
turnout.

Skepticism about Electronic Voting— People have justifiable reasons to question the
reliability of electronic voting — Mistrust of vatg predates electronic voting. No
matter what system, electronic or paper, therealwiays be trust issues. So, no matter
what direction we take, we need to take a proaepmoach to providing information to
the public. — Is the paper trail the answer to dinig the voters to a more trusting place?

Cost Benefit for Move to Paper— We need to weigh the benefits to the actual costs

Governmental Entities with Differing Boundaries Cawses Confusion— There is
confusion sometimes about voters getting the wimallpt. There may be different
reasons for this but it needs to be made cleatllegbroblem is not coming from the
voting system.

Vendor Independence for Operation and Testing Progses— Travis County should
have independent experts to test security techgossgies so that they are not reliant on
the vendors for information.

Use of Common language and Terms- What is the meaning of transparency, or ballot
verification? Is everyone talking about the sameg® There must be care to use defined
terms.

Proprietary vs. Open Source Software— In Australia they are using open source
software. Getting away from proprietary software asing voting systems that are fully
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verifiable can help bridge the transparency andipyplerception gaps. Having as many
eyes as possible on the process could possibly help

Question 4 (posed after members had returned fromrgups)

Given that ballots are verified as voters cast therfversus post-election audits
and election administrator interpretation), shouldthe voter be held responsible
for verifying that their own vote, or should the administration be responsible
for making sure the ballot is cast correctly?

Listed below are sample comments:
1. It depends on what the process looks like. Is yiséesn accessible?

2. There needs to be responsibility on both sideshduld be accurate and verifiable by the
voter, and it needs to be auditable and verifidlyla third party or the elections
authority.

3. There are two different meanings of voter verificat On the eSlate, there is a summary
screen where the voter sees what he or she intemdedresses the Cast Ballot button.
With paper ballot, there is a sheet of paper wkiggesoter can confirm the vote, know it
is safe, and know that in a recount the ballot bdicast properly. One method is trusting
voters to aid in the accuracy of the vote by havivegn check the summary screen before
they press the button, the other is reassuringagwoter. Reassurance and getting the
voter to participate in the process are two sepdhangs. They’re both important, but not
the same.

4. The system now is set up for the administratoreiofy the number of voters against the
number of votes cast, but the system is not cugreet up for the administrator to really
verify for a voter that his or her ballot was cestrectly.

5. Having an electronic system with a paper trail datreate less confidence if the voter
were allowed to personally put the paper into thkobbox. If a voter walked away with
the paper, then the electronic count would not m#te paper results. The system might
be blamed in a case that would actually be voterer

The Clerk opened the floor for comments. Sampiaroents grouped by topic are listed below.
Providing Voters with Correct Polling Location Information — People are

disappointed when they come into the wrong pollogation on election day and cannot
vote at that location; they must go to their pretof registration. In early voting, they
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are accustomed to going anywhere and don’t undetsthy they can’t do the same on
election day.

Increasing Confidence in Electronic Voting— When there were paper ballots, there
was no voter verification that a person’s balloswaunted, it was just anonymously
dropped in the ballot box. But, computers can yeghht each person’s vote is counted
and do so confidentially — like in banking. Votiagstems should be able to meet this
challenge. The demand from the voters is there.

Differences Between a Paper Trail and a Paper Balie— The two are not the same.
With a paper trail there are too many problems withvoting system, and the paper trail
cannot be relied upon as the official record. Agyapallot is the official ballot of record
and is a much better system.

Voter Education Is the Key— In order for the public to trust any system, wastrbe
able to trust the system ourselves. We must takeyhtem to the people, especially if
there is a language barrier, and educate them.

Voting at Any Location on Election Day— The technology exists to make a template
of a voter’s ballot available on the Internet floe tvoter to review. Eventually we need to
have accurate printers available to print a batat polling location so that a voter can
go into any location on election day and vote.

The Clerk provided the group with the below listcoteria developed by past study groups.

N =

Nookow

8.

9.

One system for all voters regardless of disabditefirst language

System that efficiently provides ability to offealtot by-mail, early voting, and election
day services

System that provides accurate counts

Ability to determine the intent of the voter

System that provides clear, easy method for vatecast ballot

System that has an accurate tabulation method

System that provides the ability to test the acoyid methods used in the administration
of the election

System that is auditable

System that provides timely results

10. System that allows for security and chain of cugtioecedures during key times of the

by-mail, early voting, and election day processes:

Ballot preparation

Voted and non-voted ballots (equipment) prior tbhveey

Voted and non-voted ballots (equipment) during\aly

Voted and non-voted ballots (equipment) while ie by voters

Voted and non-voted ballots (equipment) at polloxation after polls close
Voted and non-voted ballots (equipment) duringwel to central location
Voted and non-voted ballots (equipment) at Cer@aint

N
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11. System that gives poll watchers, observers, andbeesrof the public the opportunity to
view what is being done during high-risk pointshe process

12. System that provides the ability to administer egleletion in a consistent manner

13. System that contains efficiencies that allow thstlnse of taxpayer money
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Meeting 4

Understanding the Certification Process for VotingSystems
May 27, 2009

Opening Comments and Information

Dana DeBeauvoir announced that the group would meet in September. She informed the
group she was working with the County webmasterad&e videos of the meetings available on
the Internet. She also announced that she wouddtbeding a conference in Minneapolis put on
by the Hubert Humphrey Center and the Universitiofnesota concerning the latest issues on
election technology, including security. VoteResdistributed their boollacked at the end of
the meeting.

Presentation: Voting System Security and Certificaon Procedures
By Juanita Woods (Information Security Managertfar Texas Secretary of State) and
Stephen Berger (President of the General PartnBEbf Consulting, voting systems
certification technical reviewer for US EAC, andaexiner for Texas and other states)

Objective
To provide information and answer questions regaraoting system security standards and the
certification process used in Texas.

Summary of Presenters’ Comments

Stephen Berger discussed his experience with tbetifhs Assistance Commission (EAC) in
supervising the labs that test voting systems oat@nal level. He said the EAC testing
certification program is a new program that reptaged expands the previous program
administered by the National Association of Stdexfon Directors (NASED). The EAC is

now certifying its first systems and their goatascontinue to improve and broaden current
testing practices and set higher standards for gygtiem to meet. The National Institute of
Standards and Technology (NIST) is working with B#C to help in the development of these
standards. Currently, the EAC is making revisitim@hat is defined as the 2005 standard. Both
previous requirements and ones now in use by thé Eeuire voting machine manufacturers to
send their hardware and software to an independeribr review.

The EAC process involves:
developing technical standards
accrediting the independent labs that can be ustteifederal certification process
engaging technical reviewers
evaluating products (over 1,091 tests are perform&dting system certification)
registering vendors (to be registered, vendors m@ilsty the EAC complete access to
their factories for audits at any time)

Berger also investigates voting system problentgetp improve testing methods for the future.
Investigators look at design requirements and peradly audit the manufacturing processes and
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facilities. The federal certification process atinuously evolving to address new
vulnerabilities as they are identified. If vulnilgy is found in one system, tests are performed
on all systems to determine if they also have Vikmerabilities.

The EAC is also involved in the development of lpgactices. A system analysis is performed
during a voting system investigation. The findsyndetermine that human error was involved,
equipment improvements are required, or the presassed by a jurisdiction need improvement.
If election fraud is suspected, procedures to emeadetection and improve defenses are
recommended.

In addition to national certification, voting syste must also receive certification from each
individual state before use in that state. Eaatedtas separate criteria that conform to its own
laws and requirements. Local officials can onlpsider purchase of systems that meet both the
federal standards and the appropriate individizé&s standards.

Berger listed some of the basic questions that@ansidered:
What are the minimum standards required for acegtisystem?
Are the testing lab, testers, and lab assessotiigd@a
Will the election equipment received by electiofianls be identical (within
manufacturing tolerances) to the ones that areggltested in the certification process?
If an election official receives non-compliant gguient from the vendor, how will the
election official know and what corrective actiaran be taken?
Will election officials and poll workers use thessgms as intended?

Berger stated that the EAC is working with theitestabs to ensure that the best programs and
procedures available are used to test softwarethibaontact between the labs and the vendors
is documented, and that proper standards are fetlawwriting code.

Juanita Woods with the Texas Secretary of Statéfis€explained that while part of her job is
related to the Texas certification process, manysofresponsibilities focus on what happens

after federal and Texas certification has occuri@lle develops policies and standards for all
Texas counties and watches to make certain thhteaamty is performing the rigorous testing
required by federal and state law and the Texaregeay of State’s Office.

For a voting system to be certified in the StatdexXas, it must:
- preserve the secrecy of the ballot

be suitable for the purpose for which it is intethde
operate safely, efficiently, and accurately
be safe from fraudulent or unauthorized maniputatio
permit voting on all offices and measures to bedain for an election
prevent counting votes on offices and measurestodhihe voter is not entitled to vote
prevent counting votes by the same voter for moae bne candidate for the same office
and prevent counting votes for more than the nurobeandidates for which the voter is
entitled to vote
prevent counting a vote on the same office or nreaswore than once
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permit write-in voting

be capable of straight-party voting

be capable of producing a summary screen to allmers to review their choices before
a ballot is cast

be capable of providing records from which the afien of the voting system may be
audited, and audit reports must be in human readabih

undergo national testing and certification by theCE

undergo state testing and certification

under go local acceptance testing

undergo assessment of suppliers’ systems

To begin the Texas certification process, the vesdbmits an application and pays a $3,000
fee. The vendor must then submit operator, maimiegaand training manuals; final reports
from the independent test lab; change logs detpdiren the smallest modifications or changes
to the system; hardware to be examined; and sapafits that can be used to test the voting
machines.

The Secretary of State requires the independestttaprovide them with the exact source code,
software, and firmware that they tested. The Statdies and secures examiners for the
examination date (there are six examiners for téte ©f Texas: 3 attorneys and 3 technical
experts), prepares information packets for exarsirsmmhedules examination dates, and prepares
sample ballot templates for testing the voting exyst

The state examiners review the voting systems sarerstate and federal standards are met.
They conduct technical, procedural, and secur#irtg; clarify questions with the vendors; and
submit their reports of examination within 30 dayshe exam.

The Secretary of State reviews the examiner repootss the reports to their website, and holds
public hearings to receive public input before dexg to certify or deny certification.

During the discussion with the Study Group membstsphen Berger described hash code
testing, explaining that a hash code is a comprtatialgorithm that uses all of the bits in a file
to produce a long alphanumeric result. During haste testing, a voting system’s software
code is translated to alphanumeric sequences.efeordine if the software has been altered, the
sequences produced by the software in use are cethftathose generated from the same
version of voting system software originally exaed during the national certification process
(and is held by NIST).
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Meeting 5
Electronic Voting Systems (DREs) and

Use of the Voter Verified Paper Trail (VVPAT)
June 24, 2009

Opening Comments and Information

The County Clerk reviewed the schedule of futuretings and announced the availability of the
meetings on the Internet. She reminded membdtsealles of conduct and that public
observers can submit their questions in writinthe Group.

Michael Winn, Elections Division Program Managespended to a request by the Group and
provided a more in-depth discussion of the balletail process — from the time a request for
an application to vote by mail is received to tingetthe by-mail ballots are counted.

VoteRescue members handed out their organizatiofgemation about DRES.

Presentation: Direct Recording Electronic (DRE) Voing Systems and

DRE with Voter Verifiable Paper Trail (VVPAT)
Presentation by Elections Division Manager GaihErs
Demonstration of the VVPAT System by Ken Trethewéidart Intercivic

Objective 1
Define key issues that can be used to compargpabstof voting systems.

Summary

The Elections staff created a chart with fourtedieiebnt topics that should be considered when
assessing any type of voting systems. The Growpeneouraged to use this as a guide when
looking at the different types of systems that werbe presented over the next few meetings.
Listed below are the topics:

Voter Interface
Ease of Use for Voters Potential Problems for Voters Determining Intent of Voter
Accessibility Options: Same System as Other VotEese of Use Voter Trust Pros and
Cons

In Field Use
Polling Place Set Up Operation of Polling Location Closeout of Polling Place

Ease of Use for Poll Workers
Set Up Use During Voting Close Down  Return to Central Counting Station

Equipment, Ballots, and Supplies

Quantity and Type Protection Preparation Transportation Post Election
Storage
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Programming, Proofing, and Testing
Testing Retirements Ballot Design/Programming Proofing Pre-Election
Tests
During Election Tests Post-Election Tests Third Party Testing Opportunities

Ballot Preparation and Distribution
Ballot Printing Ballot Allocation Ballot Distribution Inventory Control Pre

Election

Inventory Control During Election Inventory Control Post Election

Poll workers and Training
Training Elections Workers ~ Polling Location Staff

Tabulation and Returns
Preparation Operation Post-Election Requirements  Accuracy Method
Speed
Public Accessibility of Returns to the publidetgsion stations, and the Internet

Backup, Audits, Recounts
Types of Backup Necessary Types of Audits Necessary = Methods for Recount

Independence from Vendors
Election Preparation In Field Tabulation Post Election

Transparency in Process
Election Preparation In Field Return to CCS Tabulation Post Tabulation

Security Risks - Physical
Pre Election Ballot Creation Distribution to Field In Field At Close Out
Delivery to CCS Tabulation of Returns Post Election Night

Security Risks - Electronic
Pre Election Ballot Creation Distribution to Field In Field At Close Out
Delivery to CCS Tabulation of Returns Post Election Night

Costs
One-time Costs (Equipment and Other) Occasional Costs (Replacement Equipment, Other)
Ongoing Costs (Storage, Maintenance, Parts, degja
Per Election Costs (Ballots, Supplies, Parts)

Future Needs
Population Growth Does the system meet future needs?

Objective 2
Provide the Study Group the opportunity to see RR& DRE with VVPAT voting systems in a
polling place setting and to experience hands simig of the equipment.

Simulated polling stations were set up so Group besmcould have first-hand experience as an
election worker at a polling location using the @tyls electronic voting equipment. As poll
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workers, the members performed poll-opening, votamgl poll close-out procedures. Those
playing the roles of voters experimented with dif& selection options available on a general
election ballot including voting in a single ras&aight party, or as a provisional voter.

The presentation reviewed the main areas of regpbtysassociated in an electronic voting
system, including ballot programming, softwareit&gtpoll worker training, voter education,
tabulation, result preparation, auditing, recouats] equipment acceptance testing, maintenance,
storage, inventory control, transportation, andusec

Travis County has 2080 eSlate voting devices, 3&&renic ballot boxes, and 30 demonstration
units.

The advantages offered by Travis County’s electreonting system include:

- the flexibility to efficiently accommodate the vadi and intricate demands of a fast-
growing urban community like Travis County that msisnultaneously conduct multiple
elections for multiple entities. These joint eleat present unique challenges, such as the
need for hundreds of ballot styles or unique bdHoes for a single election. The
electronic voting system can be set up to provakyeccess to any type of ballot style at
any time that conforms to both the current needb®fCounty’s extensive early voting
program and the potential future needs of votearent
the elimination of the need to print hundreds oiukands of paper ballots every year.
This green aspect was an important reason the 2888 Group found DRE systems
appealing.
improved accessibility for disabled voters anddbdity for disabled voters to use the
same system as all other voters.
no reliance on outside printers to produce papkotsaeven for by-mail ballots. The by-
mail component of the system prints individual biadityles on demand and in house.
The ability to print only the exact number of bédlmeeded increases security, reduces
cost, reduces paper usage, and allows a fastartunnd so that military ballots can be
expedited.
the ability to use the equipment with no vendooirement in the process: all ballot
programming, proofing, and testing is done by theztions Division staff. Vendor
assistance occurs only when equipment is senetmtdmufacturer for repair or when
Elections staff has general information requests.
improved accuracy and accountability. The elimorabf voter-intent errors—and errors
that occur from either handling large quantitiepaper or hand-counting the numbers of
unvoted ballots— has reduced polling place errtastaFor example, at the receiving
substation, the Clerk’s staff can quickly compédre number of votes cast on the system
with the number of signatures on the poll list wlithe precinct judge is present. Any
differences can be immediately reviewed and docti@den
fast and efficient tabulation of results. The ZBD results cards (ballot box equivalents)
are delivered to regional centers called receigmlgstations. From there, law
enforcement officials transport the cards to thare¢ counting area, and all cards are
accounted for before final results are posted.s&uitially completed results are almost
always available by 10:00 p.m.
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reasonable operation costs. The cost to run andtanaia DRE system has proven to be
equal to or slightly more cost-efficient than optiscan/precinct ballot counters and far
more cost-efficient than hand-count paper ballsteys.

The weaknesses of a DRE system follow.
Some poll workers not comfortable with computensl fihe set up of the polls difficult
and may require more training.
The possibility exists that a computer attacker mayipulate the outcome of an
election.
There is no original paper ballot to recount, alifjo electronic recounts can be
performed and data from the different memory baskegonciled. Manual recounts are
done by hand-tallying printed ballot images frora ystem.
The initial upfront cost of the equipment is high.

Ken Trethwey from Hart InterCivic demonstrated &tc&onic voting device with a voter-
verifiable paper audit trail (VVPAT). The Hart Im@vic VVPAT is a closed box attached to the
eSlate unit. Inside is a printer that prints vatfeoices on a rolling tape. Through a clear cover
on the box, the voter can view the printed copthefballot selections for accuracy before
pressing the Cast Ballot button. This type of systs used in many locations throughout the
United States but is not currently certified foeus Texas. Group members asked questions
about how it recorded and stored the paper, theikly of the printers, the reaction it had
received from voters, and whether VVPAT has answeoter concerns about the security of
electronic voting.

The County Clerk reported this system was onceghbto be the best answer to concerns about
electronic voting security, disaster recovery, ewbunts. However, mixed reviews from states
using this system have made it a less populamaltee. For example, Congressman Rush Holt
who originally championed such a system in hisinabvoting reform legislation, has

(according to his aide) moved his support away fthese systems toward an optical/digital scan
system.

The VVPAT option gives a community the advantages DRE system and adds a paper ballot
element that can be confirmed by the voter.

Of great concern for Travis County is the huge nends printers (over 2,000) needed to
implement the VVPAT option, each of which would rilne chance of jamming, running out of
paper, or otherwise malfunctioning during votinga printer malfunctions, poll workers would
either have to swap out the case that containsdhked printer unit for another or remove the
entire voting device from use. The cases thatar®ved would have to be properly secured
and methodically accounted for at the end of tighti In any event, additional equipment will
have to be purchased to ensure that voting isisnigted. Additionally, if there were known
occurrences of printer problems during an elect@oserious policy question develops: how
would the hand-counted results from the VVPAT tdpeseconciled against the electronic
totals?
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Users of VVPAT systems who have had to perform rahmost-election audits using the tapes
have reported that it is very difficult to manape titerally miles of tape involved and that it
takes extremely long to hand count the informatrom even a small sample of precincts.

Of interest is a CalTech/MIT Voting Technology RFdj Study from May 2005 entitled “An
Active Approach to Voting Verification.” In thigedy, a sample of test voters who used
VVPAT voting indicated that they— knowing that gopa audit trail existed— had greater
confidence that their votes were accurately reairiewever, a significant number of those
sampled did not catch the errors that the reseexdtaal deliberately included on the tape.

The costs of either purchasing new equipment wkPXTs or retrofitting existing equipment

are costly, and it is unknown whether new votingtem standards will consider VVPAT
systems acceptable.
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Meeting 6
Optical Scan/Digital Scan

Precinct Ballot Counter Voting Systems
July 22, 2009

Opening Comments and Information

The County Clerk discussed Travis County’s previexggerience with optical scan ballots from
the early 1990s through 2001. The ballots werecnahted using precinct ballot counts but at a
central counting station.

Presentation: Optical Scan/Digital Scan Precinct Bot Counter Systems
By Travis County Clerk Dana DeBeauvoir and
Williamson County Election Administrator Rick Barro
Demonstration of the Digital Scan Precinct Ballou@Gter System
by Eddie Perez of Hart InterCivic

Objective

This meeting introduced members to optical- andaligcan precinct-ballot-counter voting
systems and allowed them to explore equipment tronmanufacturers. and learn the practical
applications of the system in the field. Travis Gys previous voting system was an optical-
scan central-count system manufactured by AIS (ootof business). Hart Graphics was the
certified ballot printer.

Summary of Presenters’ Comments

Prior to the implementation of DRE voting, Travieudty voters made selections on optical-
scan paper ballots which were transported to aa@estation after polls closed and counted by
high-volume scanners. The optical-scan ballotesysemployed technology that had been in use
for years by standardized education testing congsanvoters made selections by coloring in
bubbles next to candidate names or other balladlept\When polls closed the ballot boxes were
sealed and transported to a large venue, like ttyeGoliseum or Auditorium, where hundreds

of workers processed and tabulated the ballotslirview of the public. Returns were processed
and distributed to candidate tables also in thees@aility.

The system had many advantages. The ballot wgd@agoters to use, and since many had
experienced optical-scan test ballots in schoely there immediately familiar with the layout of
the ballot. Folding booths that provided a privatéing area and a light were transported to the
polls for voter convenience. However, other thaft-keaded pencils that produced the marks
most easily read by the machines and ballot bogsgyded to securely hold the standardized
paper ballots (boxes for both voted and unvotetbtsd] no special equipment was needed at the
polls. The process of counting the ballots wdktstie consuming, but because there were no
longer issues with loose chads from punch-caratslthe public showed more confidence in
the accuracy of the returns.

53



However, the system did have drawbacks:

1. It was difficult and costly to keep a large enowginue available for several days during
elections.

2. The law requires ballots to be examined before ttogrio ensure that machines will
correctly record the intent of the voter. Multipleee-person teams hand-audited all
ballots and resolved problem ballots before theyeve®unted by a scanner. Workers at
the central counting station, under supervisioa pfesiding judge, scrutinized hugely
varied voters’ marks to interpret their meaningo {llustrate how these decisions were
often simply best guesses, the Clerk showed exangbleontroversial ballots from the
hotly contested 2008 Al Franken/Norm Coleman U&hée race in Minnesota, which
took eight months of controversy, recounts, andtcaction before a winner was
declared and seated.

3. Since ballot counting could not begin until aftatlbts were delivered to the counting
station and examined to determine voter intenglfiaturns were often not available until
well after midnight. This caused controversy aaohplaints from candidates, the media,
and the public, and slow returns were often equaiddgreater opportunity for
tampering and fraud.

4. Disabled persons who had difficulty reading or nragla paper ballot could not vote
without assistance.

Precinct ballot-counter systems resolve many af@hssues. Voted ballots are scanned on
machines at each precinct, eliminating the neea farge central tabulation area with hundreds
of workers. When a voter places a ballot intoecprct ballot scanner, it reads the ballot and
displays a message if it detects marks that ingiogervotes or undervotes, which could indicate
a possible misinterpretation of the voter’s intefhe scanner then gives the voter a chance to
correct the ballot before it is accepted. In otherds, the voter resolves issues with voter intent
personally and on the spot.

One very significant problem with any system thegsia paper ballot is the need to have the
correct ballot style available at the polling laoat This is an especially difficult problem for a
county like Travis County that serves a populatbover 500,000 registered voters, conducts
elections that combine entities with differing bdany lines, and offers a popular, large-scale
early voting program. For each early voting logatiall precincts and ballot formats in the
county must be available. In Travis County, theee20-30 early voting locations and 500-750
precinct/ballot style combinations for any giveaation. It is problematic to try to predict how
many voters will vote on a specific ballot styleaatertain location and provide adequate ballots
of that style to ensure that no voter is affectgd lshortage.

Allocating the correct number of ballots to eactaliton and maintaining inventory by ballot
serial number ranges (as required by law) durirod ey of early voting requires additional
staffing centrally and in each polling location.aMually handling large quantities of paper
increases the possibility that an incorrect batgte will be given out. High expense and
excessive paper waste also characterize this sysAepossible solution would be to have a
computer and printer at each early voting locatiat prints the correct ballot style for each
signed-in voter; however, at this time, unresolgeadstions regarding the security, scalability,
and reliability standards of this solution stillegkto be investigated.
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Williamson County Elections Administrator Rick Barbrought in one of the precinct ballot
counters used in his county. This equipment wadenty ES&S and used the traditional optical
scan technology. Also present was a representatueHart InterCivic who demonstrated a
product that used digital scanning technology. hBotsenters set up simulated polling
locations, showed members how the equipment wodemlyed members to vote ballots, and
answered questions regarding the use of the equipme

Rick Barron then discussed Williamson County’s ngtsystem, explaining that it is a hybrid
system that only uses precinct ballot counterslectien day. DRESs are used for early voting
(because of the problems with ballot allocation ane DRE is provided in each polling
location on election day to meet the American \itkabilities Act (ADA) requirements.

Precinct ballot counters have proven to be strartge following respects.
They offer the benefits of having both a paperdiahd an electronic count.
Results can be produced in a timely manner sineeiut-level tabulation is performed
by the scanner at the polling location.
Voters resolve voter intent issues themselves bdfaliots are cast.
Well-designed paper ballots can be easily readvatet!.
Recounts can be done electronically by rerunniegitemory cards or by rescanning the
ballots, or ballots can be hand counted.
They have a moderate purchase price and ongoirtg. cos

Drawbacks to the use of a precinct ballot-coungstesn include:
Two types of voting systems must operate at theedame. Even if DREs are used only
on election day to provide accessible voting, tleet®on administrator must program,
test, and perform all required administrative dutipon both the electronic system used
to count the optical/digital scan ball@sdthe DREs. Hybrid systems require twice the
security protocols. In addition, extensive progfof the many different formats of paper
ballots must be performed to ensure accuracy. URing a single set of election returns
with these types of hybrid systems can be lab@nisive and problematic.
Systems that scan paper ballots can be affectectieynal factors such as humidity and
faulty printing, and some voter intent problems maybe caught by the precinct ballot
scanner. Because of the large number of balkgsled, in-house printing becomes
impractical, and external, certified printing compes must be used. The use of paper
ballots, especially in counties with large earlying programs, creates massive
guantities of ballots at the early voting pollimgations as well as hundreds of thousands
of unvoted ballots that must be accounted for ataimed for the full twenty-two-month
retention period.
In any paper-based system, ballot costs are a roagbfactor. With an early-voting
program, ballot costs are high, making additioratglection costs higher than non-
paper systems.
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Meeting 7

Conducting Hand Count Paper Ballot Elections
September 23, 2009

Opening Comments and Information

The County Clerk announced she had just learnedH#d Intercivic and Sequoia were
developing new voting systems. Hart Interciviclli discontinuing the manufacture of the
eSlate system. Their new system will include aep#yallot element and have higher security
standards. A new prototype should be availables@&equoia has indicated that they are
following suit and an announcement is expected soon

It was also announced that an anti-trust lawsudtlheen filed by Hart InterCivic against Election
Systems and Software (ES&S). ES&S recently pueth#ése voting company Premier
(previously known as Diebold). ES&S is the largesting system in the United States and
Premier was at or near the second largest. Addilliprfollowing the urging of Senator Charles
Schumer, the U.S. Department of Justice is conadgetireview of this sale. Several elections
administrators around the country, including thavis County Clerk, have submitted affidavits
expressing concern that the consolidation or igin of the market is not conducive to the
development of new products and innovation.

The Clerk played a short video prepared by comméeurity expert Hovav Shacham with the
University of California, San Diego, showing a ngye of software attack method called
return-oriented programming.

Presentation: Hand-Counted Paper Ballot Voting Sygms
By Vickie Karp, Co-Director of VoteRescue and CoitBdof Hacked
Karen Renick, Founder and Co-Director of Vote Rescu
Abbe Waldman DelLozier, Council of Election Defedkance and Co-Editor of Hacked

Objective
The Travis County Clerk invited VoteRescue to faanite the Group with the process of
conducting elections using hand-counted paper tsallo

Summary of Presenter’'s Comments

Vickie Karp opened with a discussion about electransparency, pointing out that there is a
difference between the transparency of the elestforacess (which she feels is very well
achieved in Travis County) and transparency of eoteting. Any time a machine or computer
is involved in counting votes, it is essentiallyjuating votes in secret. While trust in our eleatio
officials does exist, hand-counting paper ballstthe only safe way to handle the votes of
Travis County citizens.

VoteRescue presented a series of videos, including:

57



a clip from the HBO documentakacking Democracwith Blackbox Voting’s Bev
Harris, who has investigated electronic voting niaes since 2002.

footage from the 2000 Florida recount wherein nggatotes were discovered on a
Global voting system in Balusha County in the B@sitké race. (Global was later bought
by Diebold and then by Premier.) The narrator gtéat a second memory card may
have been loaded onto the computer, though a secasdever found and the origin of
the negative votes has never been proven.

a partial interview done by Vickie Karp with Dan Wéah, Associate Professor at Rice
University’s Computer Science Department. He hahlexamining electronic voting
systems since 2001 and believes the Hart, SecamibDiebold systems have significant
vulnerabilities. Wallach maintains that only or@ing machine would need to be
compromised to have a virus spread from one machittee next through regular use.
Wallach states that the tests Travis County usesegent software attacks do not
provide sufficient protection. He states that hestie testing does not prevent viral
attacks, logic and accuracy testing is problemaicause the machine can tell when a
test is being performed, and parallel monitoringymease the bar for attackers but can
still be defeated. According to Wallach, it is piie for the manipulation of an election
to go undetected until it is over, at which poinvould be too late.

Note: When a Study Group member later asked Kdpp. \Wallach supported the use of
hand-counted paper ballots, she said he did not..

A clip from the moviedUuncounted: The New Math of American Electiarsch showed a
Florida computer programmer, later a whistle-blgvaersigning vote-flipping software
for electronic voting machines in October 2000Ftorida Congressman Tom Feeney.

A clip from Hacking Democracghowing that tests performed by Ciber, an independ
testing authority, on Diebold equipment did notrthaghly test security features. Karp
said Ciber also tested Hart Intercivic machines.

A clip showing 2008 testimony to the Texas Housectitbns Committee by Jim March, a
technology expert and Black Box Voting member, alprablems he found with the
Texas certification process for ES&S equipment.

Vickie Karp took the floor and played a video diipm Hacking Democracghowing a Diebold
optical scan machine being manipulated to chan¢getetals via a memory card that had been
programmed to flip votes.

Karen Renick took the floor to discuss how handnated paper-ballot elections are conducted.
She said she wanted to address several mythsnil}deunted paper-ballot elections are illegal,
2) the counting process takes too long, 3) not ghgeople can be recruited to do the counting,
4) it costs too much, 5) it is not important to daesults by the 10:00 p.m. news, and 6)
comparisons to the infamous Duval County electie@neanot founded.
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Renick played the following:
A clip taken from a Texas Secretary of State videowing Texas procedures for hand-
counting paper ballots. Renick stated that sheidgdes with the state’s guidelines for
pulling the ballot box out of full public view tcelgin counting and not posting a
summary return sheet instead of the multiple tsitlgets.

A video clip of the County Clerk of Glasscock Coyrifexas, talking about the County’s
hand-count elections and its use of the ES&S Autkmmachine to address the needs of
the disabled voter. Glasscock County has 764 texgd voters in 4 precincts. In a
presidential election, 500 people may turn outdteyin a constitutional election, the
turnout might number about 100. (Note: Travis @tguhas 581,000 registered voters,
210 precincts, and had a turnout of 402,832 vartetise 2008 Presidential election.

A video clip of a paper-ballot hand count in a 20@4deborough, New Hampshire,
election (population approximately 1,700 in onecpret). The video showed the hand
count of the ballots as performed by local volurgex all ages.

Renick presented VoteRescue’s vision for hand-alipaper-ballot elections in the21
century. It included:
an unbroken flow of ballots from printing to talllly observable by the public,
voting for the disabled voter on a regular ballging an electronic device such as the
Automark machine,
starting the hand counting of ballots only aftex golls close,
new teams of poll workers coming to count the lialédter the polls have closed,
counting teams with four members, one to read thte,\wne to record the vote on the
tally sheet, and two observers (one to watch thegmereading the vote and one to watch
the person marking the tally sheet),
video recorders continuously recording the baltmt bnd the counting teams, and
tally sheets (not just totals) posted at the pgllocation in full public view.

Renick stated that the keys to the success ofribtbod are:
reducing maximum precinct sizes from 5,000 to 2 @@fistered voters,
getting the count correct on election night betbieechain of custody is broken, and
the elimination of early voting in person (ballbts mail would be allowed).

VoteRescue presented a cost-study report preparéeelzonsulting firm MGT.
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Meeting 8
Cost Comparison of Voting Systems

with Review and Discussion
October 21, 2009

Opening Comments and Information

VoteRescue distributed a report and provided writieswers to questions generated by their
presentation during Meeting 7.

Morgan Little, Chairman of the Texas Coalition cétérans Organizations, provided information
on overseas and military voting by mail.

Juanita Woods from the Texas Secretary State’s©ffrovided a handout of a fiscal impact
study conducted by the Texas Secretary of Stateand-counted paper-ballot elections for
House Bill 4653.

The County Clerk passed out a draft of topics && i the discussion of the final report.

Presentation: Cost Comparison of Voting Systems
By: Shirley Gentry, City Clerk, City of Austin

Note: The numbers provided in the cost repornstted by VoteRescue (and prepared by the
consulting firm MGT) were not used in the comparisost analysis provided to the study group.
The County Clerk with support of the Election StGadgup subcommittee reviewing the data,
determined the report could not be used becausaniiained significant calculation errors,
incomplete information, and recommended certaircficas not currently allowed by federal,
state, and local laws. VoteRescue declined the §dierk’s offer to submit a revised cost
report. A more detailed list of the concerns & @ounty Clerk’s Office with VoteRescue’s cost
report can be found at the end of this chapter.

Objective

To present a comparative cost analysis betweefothidypes of voting systems reviewed in the
previous meetings: DRE, DRE with VVPAT, precinctlbacounter, and hand-counted paper
ballot systems.

Summary of Presenter’'s Comments

Shirley Gentry presented a cost comparison prefdardde Travis County Elections staff with
guidance from a Study Group sub-committee congjsifrShirley Gentry, Zoe Griffith, Juanita
Woods, and Sherri Greenberg.
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Methods for Determining Costs

Cost estimates of the four systems were made esingjtions present in the November 2006
Election since this was representative of an awesaed election. In assessing costs for the
DRE system, actual costs were used. Since thesystem-specific cost of the November 2006
Election ($770,141) remains approximately the séonall systems, the costs analysis for each
system assume this base operational cost plusdatityomal costs exclusive to each system.

All system costs were divided into the followingegories:
One-time the cost for the initial purchase of the system.
Occasional those costs, such as replacement costs, that aclaast once during the life
of the system.
Ongoing per yearplanned costs that occur regularly each yeah asanaintenance
fees.
Per-election all costs that are specific to the operationroékection (cost analyses for
all systems were based on the November 2006 Eigctio

A final November 2006 total election cost per systgas calculated using the following
methods:
Costs were prorated over a 10-year periodra-time occasional andongoingper year
costs using a model of 40 elections over the 10-ye&aod.
For each system, the total of each of the aboeetbost categories was divided by 40.
Those results were added to fgex-electioncost to obtain the final total cost.

Costs for a Hand-Counted Paper-Ballot System
To determine the additional costs for conductitguad-counted paper-ballot election, the
subcommittee used the following procedure.

A. Define normal operating costs (for example, tecilrsapport, warehouse operations,
inventory control, supply workers, van drivers,heical trouble shooters, personnel and
recruiting, site management, public informationdidby mail, call center, training, van
rental, and voting booth delivery and pick up) aodsider the following questions:

1. Which areas of the Elections Division would openaith no changes despite a change
to the voting system?

2. Which areas of the Elections Division would chahgections but have no appreciable
changes in personnel, time, and cost?

3. Which areas could produce a cost savings with agda voting system?

B. Define additional costs

Determine the number of ballots to order.

Consider the purchase of ballot boxes and votirggh®oin equipment costs.
Consider the purchase of accessibility units (25@nmum).

Determine the number of contests to use as a nfiod#le costs analysis.
Determine the average number of seconds to cocontzst.

Decide if a validating second count is necessappttsider in the calculations.

ok wnE
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10.
11.
12.

13.

14.

15.

16.
17.

Determine a mechanism for calculating additiormaktinecessary to plan for re-tallying
when tally totals conflict, re-tallying when totale not match the number of voters
who appear on the poll list, and resolving intefltxater questions.

Determine the number of election day workers neeaetdthe cost for the counting
teams.

Determine the number of workers needed and thefaosbrting and counting ballots
by precinct for early voting.

Determine training costs for the counting managers.

Determine administrative cost of recruiting addiabpeople for hand-counting teams.
Consider cost of expanding office facilities to @renodate the increase in the
workforce that will be required to manage the abadditional personnel. Telephone
service, computer equipment, and network costsalgth have to be added.

Consider the costs for processing timesheets, ppenfig payroll functions (to keep IRS
information), and preparing checks for all of theswkers.

Consider the costs of a location that can accomtedtia large number of counting
teams (especially during primaries or elections Movember 2008 when precinct
conventions take over polling locations).

Consider table and chair rental for the countiragrs.

Consider the methods for compiling data into alfczevass and cumulative totals.
Consider storage costs for voted and unvoted Isajtairrently 22 months).

Assumptions Used for Cost Estimates
It is assumed that the cost comparisons will:

represent programs that adhere to current fedeeahs, jurisdictional, and local laws,
guidelines established by the Texas SecretaryaiéSand legal opinions issued by the
United States and Texas Attorneys General (e.gsmon of early voting, no cameras in
the polling location, and authorized practicesHfand-counting ballots),

use conditions represented by the November 2008&i&te including replicating the
early and mobile voting programs that were used,

apply the same conditions uniformly to all votingtems,

use the number of contests that appeared on thermar 2006 ballot (54 contests),
assume that all workers are paid current wagesrahatle time for training classes,
use a counting time of six seconds per contessardther viable estimates can be
presented

use historical information to determine ballot spst

include costs of significant administrative progrentreases (for example, the additional
staff members needed to recruit large numbers okeve and process payroll).

include costs for additional facilities, equipmeantd furniture,

include costs for ballot boxes, voting booths, sdexed equipment for disabled voters,
and records management of ballots after an election

include all costs or at least footnotes indicatirigat costs were not included (for
example, sort time, resolution time, time to compiie canvass, office expansion to
accommodate need for additional work force to managreased personnel, or
additional polling place counting teams).
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Final Costs
The final total costs according to the cost analjai the November 2006 Election follow:
DRE voting system: $1,003,298
DRE with VVPAT voting system: $1,169,698
Precinct ballot counter system: $ 1,175,505
Hand-counted paper-ballot system: $2,217,930.

For each system, the calculated total cost pestexgid voter for the November 2006 Election is:
DRE voting system: $1.80
DRE with VVPAT voting system: $2.10
Precinct ballot counter system: $ 2.11
Hand-count paper ballot system: $3.99.
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Review and Discussion

The floor was opened and members began voicing dp&iions and developing agreement on
what should be recommended to Commissioners Cdimese comments included:

For the short term, no better options exist fonvig&ounty than are currently in use or are
on the market.

The County should continue to use the current gatiystem and employ the current
safeguards.

For a medium-range goal, the County should keepgedt watch on voting system security
issues and guard against threats to the systemCadtmsty Clerk should continue to evaluate
any advances in voting technology.

For the long term, as significant changes in vosigstems occur— especially in the areas of
security and auditability—the Group should recorevemassess new systems and make
recommendations.

By remaining informed and responsive to the neddseovoters, Travis County and other
election administrators around the country coulgehe positive effect on the vendors and
policy-makers who will develop the next generatdivoting systems.

Other topics of discussion included:

- accessible voting and all voters voting on the sayséem,
vendors providing systems that meet the toughesirisg standards,
governments regulating the systems to make there seuure,
implementing systems that are not only more selsutr¢hat are perceived as more
secure,
conducting recounts that experts and non-expentyeafy as accurate,
regaining voter trust (which may entail providingters with a paper ballot),
providing transparency in a way that assures vaketistheir votes are counted,
economy,
the future of voting and vote centers,
employing systems that can utilize the limited adexy of resources in polling locations
(such as old and weak electrical wiring and lackpce),
using recycled materials, considering end-of-léeyrcling, and other sustainability
issues,
using a system that is not only easily understgoddbers but is also easily operated by
poll workers, and
using a system that is realistic in the number oflers it requires.

The County Clerk asked members to prepare for ¢éxé meeting by thinking about short-,

medium-, and long-range goals for Travis Count{egtons and considering what guidelines
they would like to put forth to the Commissionersu@ in the final recommendations.
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Travis County Clerk’s Concerns with the VoteRescu&ost Analysis

At the end of their presentation on September @302VoteRescue submitted to the Study
Group a cost analysis comparing the cost of comuyiet hand-counted paper-ballot election to
the costs of elections using the other three vatysjems reviewed by the Group. VoteRescue
commissioned the consulting firm MGT to perform twost analysis. The County Clerk and the
subcommittee that reviewed the cost analysis dataldd not to use the cost information
provided by this report because it had signifidéaws. Some flaws were related to procedural
issues and assumptions proposed by the report @nécburrently not legal in Texas or are not
practical to implement. Others inadequacies ofépert dealt with incorrect cost figures (or cost
omissions) given to MGT by VoteRescue. The follogviist outlines the issues that the Travis
County Clerk found in the report.

1. Several of the assumptions proposed in the VotaResport are not permitted by the
Texas Election Code and may be in violation of\lséing Rights Act and other federal
election laws. These include the elimination ofyeaoting, the recommendation of an
alternate method for counting ballots, and theaisedeo cameras in polling places.
Furthermore, Vote Rescue did not explain why itcu#tes these changes or what
benefits they might have for voters, and the is8M{@sRescue raised may be outside the
current purview of the Study Group.

2. The report’s side-by-side summary chart of the costparisons of the different voting
systems did not equally apply the same conditioreath system. For instance, in the
graph of costs, over $462,000 is omitted from thedicount system by excluding early
voting, while costs for early voting are appliedatbother systems. There is no indication
on the chart, through the use of footnotes or atihesins, that different conditions were
applied to the hand-count system.

3. Some of the data used to determine costs is eitheror or is unsubstantiated. For
example, the VoteRescue cost comparison claimseédNwvember 2006 actual election
data; in that election, 54 races appeared on that.hidowever, when VoteRescue
calculated the number of persons just needed td bamnt the paper ballots, the assumed
number of ballot races was 29. This disparity drfacally affected the total cost (by over
$300,000).

Additionally, the VoteRescue report assumes anameeof three seconds to count each
ballot race. The County Clerk can find no inforrmoatto justify that figure, and the
information thais available, based on the times reported by jurigdis around the
nation as well as other organizations that supmpamtl-counting paper ballots,
consistently indicates an average time of at Isiasteconds per race. To help support
this estimate, the Clerk performed a time and nmagtoidy which validated that six
seconds is a very conservative estimate.

4. The report does not mention the feasibility of ddiional costs which would be

associated with the dramatic scale of the handtgonagram VoteRescue proposes. For
example, no mention is included of where the thndsaf additional hand-counters
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would work (over 9,000 additional workers for soetections), nor are provisions made
for seating or tables. The report does not exgiain the County should alter its
manpower accommodation strategy during primarytigles when precinct conventions
are traditionally held in polling places shortlyaafthe polls close.

. The report does not factor in training costs fandraount supervisors. This cost would
include additional pay to supervisors for time gperiraining as well as the expenditures
involved in running the training program.

. The report proposes a reduction of maximum predaizet to 2,000 registered voters but,
does not account for the resulting increase imtiraber of precincts or the costs
associated with that increase. (Note: A recent $éxaincreasedhe maximum size of a
precinct to 5,000 registered voters from 3,000aesmoney and to address the lack of
facilities available for use as polling places,asally in urban areas with increasing
population densities.

. For voters with disabilities, the report recommetiasuse of an electronic ballot-

marking device such as the Automark by ES&S, batréport fails to include the upfront
costs associated with the purchase of the hardavatesoftware to program the
Automark system. It also underestimates the nurabeoting devices needed by 92
units: currently, Travis County has 355 voting aridr disabled voters; the VoteRescue
report allows for a total of only 263. (Note: Thei®/ Group has stressed that all voters,
able-bodied or disabled, should be able to voteeénsame manner.)

. The costs of initial purchases of ballot boxes antthg booths, and their replacement
costs over the life of the system, are omitted.

. The report does not include costs of significamhedistrative program increases (such as
the cost of additional staff members needed taurge@rocess payroll for, or manage the
5,000 to 10,000 additional workers neededeiach election It also does not consider
costs for facilities, equipment, and furniture negtio accommodate additional
administrative staff.

10.The report contains no consideration for the reeandnagement of ballots for the 22-

month retention period after an election.

11.There is no mention, even in footnotes, of othéegaries of costs not factored into the

report, such as ballot sort time, ballot resolutiome, time to compile the canvass, and
time to verify the accuracy of the count.

Travis County Elections met with VoteRescue, atéRdscue’s request, in an attempt to
reconcile the differences between the two costyaeal The Travis County Clerk’s Office
agreed to use the VoteRescue cost analysis foné@¢@unted paper-ballot election if
VoteRescue provided an estimate that followed #meesassumptions that were used in
preparing the cost estimates for the other votysgesns. Additionally, Travis County Elections
informed VoteRescue that even without a cost corsparusing these assumptions (which as of
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the publication of this report has not been prod)déhey were welcome to submit their
perspectives in a minority report (See their mityoreport at the end of the Study Group Final
Report).
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Meeting 9
Developing Recommendations for

Presentation to Commissioners Court
October 28, 2009

Opening Comments and Information

Dana DeBeauvior announced that Sequoia had isspegka release announcing a new voting
system that will have an open architecture destgfme passed out a new draft of the
recommendations report entitled “Findings” thattegsized the comments received from Study
Group members. She also distributed extra comnients Study Group members Lorenzo
Sadun, Reuben Leslie, and VoteRescue.

A revised cost-comparison sheet of the four vosiygtems was distributed with changes
suggested by Group members.

Dana announced Study Group member Ron Lucey’specta lifetime achievement award, the
Martha Arbuckle Meritorious Award, from the City Atistin Mayor's Committee for People
with Disabilities.

Group Discussion
Objective
The final meeting of the Group continued discussitsom the prior meeting, went over the

basic outline for the final report, and arrivedadist of recommendations for the future of voting
in Travis County. The resulting final recommendas@nd comments follow.
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Travis County Clerk’s 2009 Election Study Group
COMMENTS AND RECOMMENDATIONS

The Study Group expresses appreciation for the ryppity to participate in this 2009 study of
election systems and processes. The Group comntteadsavis County Clerk for her inclusive
and open process in leading this study and indharastration of Travis County elections in
general.

During this year, the Study Group received a thghoreview of Travis County’s election
processes. We were impressed with the operatitmbffice and particularly with the
emphasis that is placed on voting security. Wimgny of us have concerns about all-electronic
voting in general, the extensive information anthdaestrations we received show that the Travis
County Clerk’s Office provides safeguards beyoraséhprovided by law and incorporates
numerous practices that minimize risk. Due torttaner in which Travis County has
implemented electronic voting, the Group belieVet tt is at least as secure from most risks as
other systems currently in use, even those thatpucate a paper ballot.

The Study Group does recommend moving away froalaglectronic voting system because of
these systems’ potential vulnerability to computitack and the public’s concern that an attack
might be possible. We believe this move shoulddigeds soon as an acceptable alternative is
available on the market. After reviewing availaalernatives, we find a change at this time
would be premature. The market does not curraitér a voting system that meets the
approval of this Group. This is particularly redew because election equipment vendors are
now entering a stage where they are actively deusfoand/or preparing to release new
generations of voting systems.

A priority of the Group is to ensure that any sgsteravis County adopts offers the same or
better advantages to the disabled community astteesxisting system. We recognize the
importance of allowing all voters, including thasbo have a disability, the right to use the same
voting method as all other voters, the right teerst ballot, and the opportunity to vote
independently without the help of another person.

To help positively influence the development of rnteshnology, legislation, and standards, we
ask that the County Clerk immediately inform versldegislators active in policies regarding
election administration, appropriate governmennaggs, and other relevant parties of the basic
requirements Travis County has outlined for itstneating system.

Until a change in voting systems can occur, we tingeCounty Clerk to maintain her focus on
and search for even higher standards of secutibnger methods for mitigating risk, and better
detection practices and technology. We encouflag€terk to continue seeking out the
expertise of computer security professionals tesaber in this task. To sustain or increase a
high level of security, we ask that the Commissisr@ourt continue to work with the Clerk to
keep the current system maintained and functioatrigp performance until a new system can
be implemented.
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So that we may continue operating with the bestrmétion possible, the Study Group requests
that the Clerk continue carefully monitoring newldeal and state legislation, regulations, and
litigation that could potentially impose new reauirents for voting systems and/or may provide
full or partial funding for new system purchasdsie Study Group also recommends that the
Travis County Commissioners Court determine if sitaye or federal legislative changes are
necessary in order to implement the voting systestidbed in the requirements set forth by this
Group and that the Commissioners Court take attiggqursue those changes if needed.

We recognize that elections are a community respiitg and we encourage the political
parties, candidate and issue representativesjsiairganizations, and interested members of the
public to continue to participate in and obsene ghocess of voting to ensure that it is fair and
secure.

The Study Group recommends the Clerk reconven8tilndy Group with the purpose of
considering and preparing for the purchase of avaimg system when new products meeting
this Group’s basic requirements become availabldhemarket. Included in this effort will be
the creation of a detailed list of specificationattthis Group wants included in a request for
proposal for a new system.

Minimum Requirements for Travis County’s Next Voting System

The Study Group finds that no voting system is 1@@ftper proof, but it believes the best level
of security could be obtained by combining the a@ges of both a paper ballot and an
electronic count.

At this initial stage, the requirements put forte Aroad because new ideas and technologies
could supersede any specific requirements thataneémagine at this time. We recommend that
flexibility and openness be maintained so that @ewiariety of solutions can be considered.

Travis County’s next voting system must be cedifimder the latest standards set forth by the
Federal Election Assistance Commission and by thte ®f Texas and should meet each of the
following requirements.
1. It must produce a paper voting record that is \etiby the voter and can be used to
independently, transparently, and efficiently regtenan electronic tally in an audit or
recount.

2. It must feature an electronic tallying system thi&trs an accurate count of voters’
choices.

3. It must efficiently manage intent-of-the-voter issu

4. It must offer a voter, who is disabled and/or nesstEstance , the opportunity to vote a
secret ballot using a system that is the sameaasified by other voters.
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5. It must offer a voter, who is a Spanish speakeuges another language that legally must
be provided), the opportunity to vote a secretdbalsing a system that is the same as that
used by other voters.

6. It must offer a secure, easy-to-manage, cost-efficiand environmentally friendly
means of handing ballot distribution during eanbying and in the possible future use of
vote centers.

7. It must be easy and convenient for the voter anst mfficiently process voters quickly
enough to prevent long wait times.

8. All equipment must be reliable and durable.

9. It must have methods for setting up, operating,takiohg down the system in the field
that are easily and safely managed by election ererk

10. 1t must have equipment that is designed, manufedfiand able to be operated in an
environmentally responsible manner. Examples ardviiare built using recycled
materials, systems requiring minimal amounts ofepamd electricity to operate, and
equipment that can be recycled or disposed of ieraronmentally friendly manner at
the end of its life.

11.1t must have software robust enough to manageiffezaht types of elections and high
number of ballot formats that are required in Tsa®@bunty.

12.1t must have reasonable purchase, operationalyenttenance/system upgrade costs.

13. 1t must offer a voter/education outreach program.

Specific security requirements for the next syséeenas follows.

1. Travis County must be able to independently preffaesystem for each election without
vendor access to any part of the system.

2. The system must demonstrate methods for securegaper element of the system and
detecting security attacks. Given the difficulfypootecting against all software attacks,
a new system must include a paper ballot componEmt will allow voters to determine
that a paper ballot of record was marked correethgn in the presence of malicious
voting software. However, a paper system is algoerable to tampering and must
employ equally stringent security measures.

3. The system must have hardware, firmware, and scétiheat have been evaluated by
independent computer security and engineering &xpdro can substantiate that the
system is well-designed, durable, reliable, andtsmleigh security standards. The experts
must confirm that proper measures were taken tanmee the risk of tampering. They
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must also ensure that efficient and reliable meghedst to test or audit the system
before, during, and after an election to confirmttine counts are accurate and that the
system has not been altered.

4. The system must feature strong protection agaofsiare compromise during updates.
Testing on electronic equipment has shown thattaclker could swap legitimate voting
software with malicious code. This code could htédneeability to propagate to other
machines virally and potentially without detectioho protect against such attacks, there
must be a method for authenticating software updatensure that legitimate voting
software and not malicious code are being presend@dexisting known cryptography
technology called “digital signatures” can helpales this problem. These security
techniques are applied in almost all modern softwgndate systems but are not currently
in use by all voting systems.

5. The system must feature resistance to viral prapagaf malicious software. It must
demonstrate that if malicious software is introdyjagehas mechanisms to detect and alert
the user that such an attack has occurred andmirtheespread of this malicious
software to other equipment.

6. The system must use software that can be openlgwed. Currently, vendor software is
not open to the general public or security expertgxamination. Opening up election
system software to expert scrutiny will result imare secure system and add a new
level of transparency to voting administrationw#s previously believed that limiting a
review of software code would make the system rseceire. However, it has recently
been shown that an attacker can compromise a vitaghine without having access to
the source code.

While the Travis County Clerk’s Elections Study Gochas concluded its business at this time,
we welcome any comments from the public. Pleas@leany ideas or opinions you may have to
election@co.travis.tx.usnd they will be distributed to the Group’s memsbe
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Appendix A

Outline of Study Group Mission, Background Issues,
and Process
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Outline of Study Group Mission, Background Issuesand Process

Mission for Study Group

1.

2.

Ensure that Travis County voters have an accuiate secure, transparent to the public,
and accessible voting system.

Determine a minimum and maximum time range as tenaeplacement of the current
voting system is necessary. When the voting systampurchased in 2003, it was
assumed that the life of this type of technologg whleast ten years.

Evaluate concerns regarding the existing electreoimg system and any other type of
system that may be under consideration. Thesescosminclude, but are not limited to,
security; ease of use for voters; intent of vadsues; accessibility; accuracy of count;
transparency to the public, and efficient use gp&yer money to purchase, operate, and
maintain a system.

Make recommendations to Commissioners Court reggroiptions for upgrading or
replacing the current election system.

Travis County Is in a Strong Position to Work From

4.

1. Travis County has had a six-year history of suceesthe current system.
2.
3. Travis County is a national leader in securityitesprotocols for electronic voting

No system failures have occurred or are imminedtraquire emergency action.

systems.

The use of a Study Group for election administratias a history of success. This will
be the third time this method has been used witterlast twenty years to examine
voting systems.

Background Issues

1.

Confidence in elections was severely damaged dtin@@000 Presidential Election and
continues to be an issue. Issues of recent comgermters include, but are not limited to,
potential for software tampering, lack of voterifiable paper receipts, questions of
interpretation of voter intent, and problems witbger administrative handling of optical
scan or paper ballots.

There is a high potential for new federal or staggslation on regulations for voting
systems. This includes possible additional federads being made available for
systems meeting federal standards. There aresal@val outstanding lawsuits that could
affect requirements for voting systems.

The economic situation may make it difficult foralis County to make a large purchase
within the next few years. Many unknowns existalow hard the economic downturn
will affect Travis County. It may be necessary @ommissioners to know the
consequences of delaying a purchase, have creditgraatives for purchase, and/or
options for a phased-in approach.

81



4. Plans for implementing a new voting system mustegklthe challenges of bringing on a
new or upgraded system, especially during a Prirnaiyovember candidate election.
Ample time and opportunity must exist for commutirog any significant voting
changes to the appropriate entities (such as tipafaent of Justice) and most
importantly to voters.

5. Travis County purchased the current system withafsgstance and cooperation of other
local entities. This investment must be propertytgcted and potential changes carefully
communicated to the other entities and their feekllsansidered as part of any decision.
Federal funds reimbursed a substantial portioh®furchase of the current system.
Research will need to be done regarding how tliectf any changes that are proposed.

A Careful Review of the Different Voting Systems wi be Required

A major responsibility of this Study Group will be develop a working knowledge of the
different voting systems that have been certifietha state and federal level. This includes
systems that have met full ADA compliance. Witlsthackground, the committee can develop
a list of the pros and cons of each system andrdete where additional research is needed. A
risk analysis of key negative aspects of each sysi#l be required. The main categories of
systems that will be reviewed are hand-counted ipagiéots, optical scan systems (with and
without precinct ballot counters), and electromating (with and without a voter-verified paper
trail). We will also want to review new technolegiin development for the future.

Possible Meeting Topics
These are not in a particular order, and someeoitédms may take more than one meeting.

1. Planning meeting to discuss the goals, format,szhédule for the Study Group.

2. Review of why Travis County’s previous communitye&ions Task Force recommended
the purchase of the Hart Intercivic Electronic VigtiSystem.

3. Atour of the Clerk’s Elections facility and demanagion of the current system.

4. Discussion of the pros and cons of the currenesyshcluding specific security concerns
and an examination as to how those risks are bmitigated.

5. Current and future technologies that assist vatéis disabilities.

6. Presentation of the real-life practicalities ohegle-scale hand-count paper ballot system
with examples from like-size counties that use thethod.

7. Presentation of the real-life practicalities ofrngsa voter-verifiable paper trail system and
the different post election audit strategies tmatused in like-sized counties.

8. Presentation of the real-life practicalities ofngsa precinct ballot count optical scan
system with examples from like-size counties tfsa this method.

9. Update on new products that address improvememstén-verifiable paper ballot
systems, accessibility features, ballot-on-demantriology, and security.

10.Pros and cons of operating a hybrid voting system.

11.Presentations by vendors and others of systematbaif interest to the committee.

12.Cost estimates of purchase and operation of systems
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13. Presentations to inform the Study Group on Fed&lmdtions Assistance Committee and
Texas Secretary of State responsibilities to ensla@ion integrity.

14.Presentations by Federal and State Representativestential new legislation.

15.Review of relevant studies, especially those cotetlby governmental entities and
educational institutions.

16. Suggestions for implementation schedules and et ideas.

17.Compilation of Study Group Findings.

18.Recommendations for final report submitted to Cossiminers Court.

Committee Structure, Timeline, and Rules of Conduct

Travis County Clerk Dana DeBeauvoir will serve laes €hair of these meetings and will provide
Commissioners Court progress reports and the fepart with recommendations.

The County Clerk will develop a committee that eg@nts a wide variety of interests and our
diverse community. Among the membership, the Co@herk will seek to include
representatives from the following areas:

Representatives from Democratic, Republican, Ldyexh, and Green Parties
Representatives from other governmental entities wifi be using system, especially
City of Austin, AISD, and ACC

Representatives from Disability Community

Representatives from League of Women Voters

Representatives from groups including, but nottiahito, VoteRescue, People for the
American Way, NAACP, LULAC, and/or Common Cause

Representatives with Computer security expertise

Representative from the Secretary of State

Representatives of Presiding, Election Day, andyBé&sting Judges

Representative from the media

Representative from the Voter Registrar’s Officehaf County Tax Assessor-Collector
Representatives from the Purchasing Office and ITS
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Appendix B

Voting Systems Comparisons
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DRE and VVPAT

Voter Interface

A. Ease of Use for Voters

1.

Travis County uses a mechanical wheel (simda totary-dial phone) and button
system as opposed to a touch-screen system (ibeatiain of a touch screen is

often an issue with DRES). Travis County has fotlvad the button system is very
rugged and dependable, and voters have adaptekygiaat.

The ballot format is straightforward and easyetad, the buttons are clearly labeled,
and instructions are easy to follow.

Voters have become increasingly comfortable wlrating the equipment as time
has passed.

The summary screen at the end of the electimadlot is an important and convenient
tool for voters to double-check their ballot chaice

B. Potential Problems for Voters

1.
2.
3.

4.

Some voters who are not comfortable with camensi especially older voters, are
initially intimidated by the system.

Some voters are concerned that electroniagasi vulnerable to computer attack.
Travis County’s current DRE system has liroitsballot design and font size. While
the design is good, improvements could be made.

For some, VVPAT helps address voting secaatycerns; however, it requires
voters to check a paper receipt that does not laage print.

C. Determining Intent of Voter
Determining voter intent is not an issue for Eat&onic voting system.

D. Accessibility Options

1.

One System for All Voters

DRE has revolutionized voting for voters witlsabilities. For the first time, voters
with disabilities or voters who have difficulty iiag can cast a vote in privacy
without assistance. If a county uses an all DREesy, as Travis County does, all
voters cast their ballots using the same systerrdégss of disability.

Ease of Use

The voting unit with accessibility features inclgden audio ballot in English and
Spanish. It also has jelly switches and hookupsifeand-puff devices so that
voters without limbs or the full use of their limban vote a ballot without assistance.
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E.

Voter Trust

1. Pros
Many voters solidly trust electronic voting. Vowanfidence with the system has
increased over time because Travis County has cbedimumerous elections without
major problems and with quickly completed results.

2. Cons

Computers of all types are vulnerable to attack.cAmputer experts develop new
methods for preventing attacks, other computer egpi@d new ways to get around
safeguards currently in place. This endless valméty loop — which affects any
computer-driven enterprise — creates a built-inbdouith voters, who wonder if any
electronic voting system can ever really be safpeeially in negative political
environments.

[l. In Field Use

A.

Polling Place Setup

Setup requires unlocking the voting booths (wtdod cable-locked together), setting up
the booth legs, verifying the seals that lock theths, unlocking the seals, opening the
booths, hooking the data and electric cables tdtimehs and to the electronic ballot box,
turning the electronic ballot box on, assigning boeths (a process that identifies the
booth so the electronic ballot box can recognigerinting a zero report, and opening
the polls.

Operation of Polling Location

Typically, a few issues with equipment setup o&iuhe start of an election day. The
problems are usually resolved with a phone catibcenter workers. Once these
matters are resolved, few other problems occundtttie rest of the day. If a problem
does occur, help for the judges is available ovempthone, and a trained troubleshooter is
sent to the site. If a VVPAT system is used, tkgegiences of other entities suggests
that Travis County should anticipate more issuesugjhout the day involving printers
running out of paper or malfunctioning. Troublestess may be required to assist
workers replace the VVPAT units.

Closeout of Polling Place

Closing down the polls at the end of voting relatively easy operation to perform and
is described in the poll worker interface sectiefolv. If poll workers do not wish to
fully break down their booths, they may seal them eable-lock them together.
Elections staff then breaks them down and delitlegm to the Elections operation
center. Most locked and sealed booths are pickeditinn 24 hours of closeout.
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1. Poll Worker Interface
A. Ease of Use for Poll Workers

1. Setup
Poll workers that are comfortable with compuferd polling location setup
relatively easy. Those that aren’t may requireaeiining. The weight of the booth
and voting device (which together weigh 25Ibs)rigssue for some poll workers. In
most cases it takes two workers for booth setup.

2. Use During Voting
To select the proper ballot style for a voter, électronic ballot box operator presses
a button next to the corresponding number on tiletd@ox screen, which generates
a printed access code for the voter to enter teSlate voting machine. The poll
worker requests that the voter confirms his orgrecinct and ballot style and directs
the voter to choose any open machine. If thera issue with a ballot (such as a
wrong ballot style or the voter decides he or sheschot want to vote), the poll
worker can cancel the ballot before it is castdilipofving the “cancel booth”
procedure. The cancellation of the booth is docuatehy the poll worker. The poll
worker may also issue an electronic provisionaldbab a voter that must vote
provisionally. The system creates a provisiondidbatub that the voter must sign.
This stub has a retrieval code that is documenyeatid poll worker on the
provisional envelope (prescribed by the Secret&State); the stub is placed in the
envelope, which is then sealed, and the votenisngan access code to vote. If the
provisional voter is found to be eligible to votgthe Early Voting Ballot Board, the
retrieval code is entered into the tabulation systend the votes on that ballot are
added into the vote totals.

3. Close Down
Closing down is generally easy. The poll worker tpussh the Close Polls button on
the machine, print out a full report of resultgtest in the polling location, document
the number of signatures on the signature rosteyment the number of votes cast
on the machines, and deliver all paperwork anceteetronic ballot box to a satellite
station where the supplies are officially surreedeiThe worker also closes, seals,
and locks all voting booths which are then pickpdy the Elections staff.

4. Return to Central Counting Station
The election judge and alternate judge delivepafierwork and the electronic ballot
box to a satellite station (Receiving SubstatioR8IS) where the ballot box is
officially surrendered. RSS workers perform sevaralits on the materials before
the judge and alternate judge leave. The flasthscare removed from the ballot box
after verifying all seal numbers, and the cardscareed by law enforcement to the
central counting station.
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IV. Equipment, Ballots, and Supplies
A. Equipment

1. Quantity and Type
The system equipment is as follows: 2,080 eSlaitis (including 355 disability
units), 356 JBCs (electronic ballot boxes), 30 desti@tion units (that are not used
for actual voting), a programming computer, backupgramming computer, results
printer, audit log printer, 2 laptops for resettangd backing up equipment, 3 ballot-
by-mail computers, 2 ballot-by-mail printers, 2Ib&by-mail digital scanners, 8
flash card readers, and 600 or more flash cards.

2. Protection
Equipment is stored in a high-security area witbrtapping methods of security.

3. Preparation
Each voting device goes through a functionality besore each election in which all
mechanical functions of each device (the dial dhduitons) are tested and
documented.

4. Transportation
The eSlate voting machines and booths are deliverdte polling location by the
Elections staff, and the process is documentedjugiain-of-custody forms. The
ballot box is handed over to the polling locatiadge at polling location setup (for
early voting) or at supply pickup (for election glayfter the end of each day of
early voting, the ballot box is triple-sealed arahsported by law enforcement to a
locked storage area (within the high-security arfethe Elections Division). The
Sheriff's Deputy returns the box to the pollinggeaat the start of the next early
voting day. The Sheriff possesses the key todbkeld storage area. Neither the
County Clerk nor the Elections staff has acceghitokey. When the Sheriff is on the
ballot, the County Judge takes possession of theQue election night, the polling
location judge and the alternate judge transperbtillot box containing votes to the
satellite station to officially surrender the b@l transactions are documented
through chain-of-custody forms.

5. Post Election
All equipment is backed up and the following auditasy be performed: the
mandatory recount as directed by the Secretaryaté Sthe comparison of the
election night results printed from each ballot Iftlve same print out that is posted at
each polling location) to the actual results asit@ied by the central count computer,
the verification of all signatures from the sigratuvosters against the number of
votes cast on the machines, the comparison ofuh#ar of votes cast on the
individual eSlate units at a location to the numtevotes recorded on the electronic
ballot box, and the collective results from all&8lunits to the results tabulated by
the central count computer. Any equipment needirgpair that cannot be
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6.

performed by the Elections staff is sent to eithervendor (for minor repairs) or the
manufacturer. The history of each device is reabrde

Storage
All equipment is stored in a high security area.

B. Ballots and Supplies

1.

Type and Quantity

Ballots are electronic and are digitally writteretélash card. There is one flash card
per electronic ballot box. One electronic balloxlwan hold up to 10,000 votes.
Ballots by mail are printed as needed (requiredhiti@s can range from several
hundred to over 20,000).

Protection
All flash cards are stored in the ballot programgmoom within the high security
area.

Preparation

Once the flash card is digitally written, it is @med into the ballot box, the ballot
boxed is electronically assigned to a location,ldbe is triple-sealed, and all barcode
numbers are recorded.

Transportation

The flash cards with the ballot information arewsed within the electronic ballot
box at all times. Every evening during early votifayv enforcement transports the
triple-sealed electronic ballot box to a secureagfe area and returns the box to the
polling location the following morning. On electimnght, the cards containing the
returns are removed from the ballot box at thellgatetation. Law enforcement
transports the cards in locked and sealed cagbs tentral counting station where
the seals are verified and the cases opened ipdblic view.

Post Election

The ballot images are backed up onto electronidaread may be printed out for a
recount if necessary. Since the ballots are eleitrthere are no extra ballots to
account for at the end of the election.

Storage

Paper ballots by mail, digital ballots (stored ¢tecgonic media) and supporting
documentation are stored offsite for the requir2drbnth period. Extra copies of
the electronic backup are also stored within tHebprogramming area.
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V. Programming, Proofing, and Testing

A. Testing Requirements
Texas law only requires logic and accuracy (L&®&gting before and after an election
and before late mail tabulation.

B. Ballot Creation or Programming
Ballot creation is referred to as “ballot programg” by elections officials. Ballot
formats for each election are created using a sofwapplication. The Clerk’s Elections
Division does not have the access required to tieesystem’s hard coding. The vendor
does not participate in any way in the ballot aoraprocess.

C. Proofing
Once a ballot is programmed, the Elections sisdfs reports printed from the system to
check for proper assignments within the systemh(siscjurisdictions/districts set up
properly, races/contests assigned to the corrdstljation, ballot styles properly set up,
and ballot styles assigned to the correct loca}iorse staff conducts a full, manual
proofing test to make sure that the software igfammed correctly, content is spelled
correctly, the audio ballot is recorded correcslyaight party votes function correctly,
each place on the ballot responds correctly wheéady@and all votes tabulate correctly.

D. Pre-Election Tests
In public view, Election officials run both hasbde testing (to check that the system is
using the original, certified software and to emstinat the system software has not been
tampered with) and logic and accuracy (L&A) testiagest which ensures that each
place on the ballot responds correctly when mapwailed and that the system tabulates
all manually cast votes accurately). L&A is runtbe live election database in test mode.
The flash cards voted in the L&A test are storethemsecured programming area. By
law, the cards containing the manually-cast vofaken L&A tests must be rerun through
the tabulation system multiple times (before etactight tabulation, after election night
tabulation, and before late mail ballot tabulation)

E. During-Election Tests
Parallel testing is designed to test the systehve election mode as opposed to test
mode. For parallel testing, the DREs “think” theg accepting random votes in a real
polling place, when in fact they are being testedoinder surveillance. Random votes
are recorded onto voting devices intended for nselive polling location. Votes are
recorded throughout the actual live voting periedrly voting and election day), and the
results are tabulated at the end of the votingopeifhe physical act of voting on each
voting device in use is recorded by a surveillaceb@era in order to determine — if
there is an error in the final results — whether ¢hror was human or machine .

On election night, before and after tabulation, t&& cards from the pre-election tests

are read into the tabulation system to ensurettieasystem is still tabulating correctly,
and hash-code tests are run.
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Post-Election Tests

On election night, before and after tabulation, t&& cards from the pre-election tests
are read into the tabulation system to ensurettieasystem is still tabulating correctly,
and hash-code tests are run.

Third-Party Testing Opportunities
The above tests could be run by third parties, ewecriteria for selecting these third
parties has not yet been established.

VI. Ballot Preparation and Distribution

A.

Ballot Printing
DRE ballots are printed to electronic media. Pdyadots by mail are printed in-house on
demand.

Ballot Allocation
No ballot allocation is necessary.

Ballot Distribution

Since ballots are electronically written to thesh cards, they are distributed within the
electronic ballot boxes. The chain of custody efbloxes and their contents is fully
documented. This process also applies to the VVpditer/ballot box.

Pre-Election Inventory Control
Flash cards are assigned unique ID numbers varemventoried and tracked. With
VVPAT, all printer/ballot boxes are inventoried ainacked.

Inventory Control During Election

The location of all machines is tracked by a ugiéD number assigned to every unit.
The retirement of any machine from the field duramgelection is documented and the
activity history of that machine is tracked.

Post-Election Inventory Control

All equipment is numbered for identification anctisecked into and out of the Elections
high-security area in much the same way a bookeslked in and out of a library. A
voting machine is given a tracking number, the bamntaining it is given a tracking
number, and even the cart it is stored in is ga@mmber.

VII. Poll Workers and Training

A. Training Election Workers

All early voting workers and election day judgesl afternates must go through training
before each election (3-4 hours for most electioBkction day clerks may either go
through in-person training or an online poll-workeining that generally takes 2-3
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hours. Training includes lecture as well as handshdls which simulate situations in the
polling location. It includes DRE booth and systeetup and break down, canceling a
booth, provisional voting, accessibility and cudasvoting procedures, and all closeout
procedures. Much of the training deals with proceddor processing voters.

B. Polling Location Staff
The minimum number of workers required at a pollmgation is four. The judge runs
the location, handles special voter situations sischrocessing failsafe and provisional
voters, and provides assistance to voters. Oneyooker checks voters in and validates
the voter’s registration status, another poll workeersees the signature roster, and
another poll worker runs the electronic ballot box.

VIIl. Tabulation and Returns
A. Tabulation System

1. Preparation
The tabulation software is separate from theobalogramming software. When
preparing the tabulation software for an electtbe,data from a programmed ballot
is imported into the tabulation software. Usingtttiata, results reports are set up.

2. Operation
Flash cards are delivered to the central courgiation by law enforcement and are
inserted and read into the tabulation system. iBhperformed in an area that is
visible to the public. Periodically throughout diea night, returns are posted on
hard copy and on the Internet.

3. Post-Election Requirements
All data is backed up to electronic media andestaffsite. A mandatory recount is
performed.

4. Accuracy
The results from an electronic election are enely accurate. Voting data is stored
in three locations (a chip in the voting unit, &cim the ballot box, and the flash
card). The data in these three locations can beaoed. Results are printed and
posted at each polling location and can be veriigainst the centrally tabulated
results. The accuracy of electronic voting canfiected if the system has been
tampered with, if such tampering goes undetecteds @ result of human error. The
likelihood of a tabulation error in a machine thas not been compromised is
exceptionally remote; to date, no machine in Tr&asinty has been suspected of
such an error.
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5. Method
Tabulation occurs in two places: on a tabulasgstem run by a centrally-located
computer and (once the polls are closed) on tHetld@dx device located in each
polling location.

6. Speed
Because there is generally only one card peimgplibcation, the actual tabulation of
the cards occurs very quickly, so the speed ofmetdepends mostly upon the arrival
of the election judge at the satellite station.urRet are substantially complete by the
10 p.m. news broadcasts on election night.

B. Public Accessibility of Returns
Hard copy or Internet returns are immediately aldé to the public as they are
published throughout election night.

1. Transferto TV
TV stations report results through an Associatexs®(AP) transfer or using internet
returns.

2. Transfer to Public
The public has immediate access to Internet retlimsy may also request an
electronic spreadsheet of the precinct breakdovall oaces.

3. Internet
Current and archived results are available on thiesite of the Travis County Clerk.

IX. Backup, Audits, Recounts

A. Types of Backup Necessary
The data chips in all devices (voting devices aledtronic ballot boxes) are backed up.
All election data from the ballot programming aatulation software is backed up.

B. Types of Audits Necessary
The mandatory recount is performed as directethéysecretary of State. In addition,
after each day of early voting and on election higfor to the release of election night
results, all signatures from the signature rosaeesverified against the number votes cast
on the machines. Additional audits that may bequeréd include: the comparison of the
election night results printed from each ballot Iftlve same print out that is posted at
each polling location) to the actual results asit@ied by the central count computer; the
comparison of the number of votes cast on the iddal eSlate voting machines at a
location to the number of votes recorded on thetedaic ballot box; the collective
results from all voting machines to the resultsutated by the central count computer.
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C. Methods for Recount
Methods for recounts are: printing and manuallyntimg cast vote records (CVRS),
reading all flash cards into the tabulation compatel tabulating the results, and running
results from the backup of any or all voting desice electronic ballot boxes. Once
tabulation is complete and canvass results aragete a recount is only conducted upon
request by the losing candidate.

X. Independence

A. Reliance on Outside Vendors
System questions may be addressed via the véetfodesk. Travis County rarely uses
the vendor help desk.

B. Election Preparation
No vendor assistance is required in election gmatmpon.

C. InField
No vendor assistance is required in the field.

D. Tabulation
No vendor assistance is required for tabulation.

E. Post Election
No post-election vendor assistance is required.

XI. Transparency

Some members of the Study Group argue that no gsquerformed by a computer can be
considered transparent because witnesses canoatlpseethe computer performing an
operation. Others argue that processes used teytsim software and the ability to openly
view the actions of the computer operator and tmeputer processes on the computer
screen are at least somewhat equivalent to tramspain the computer operation component
of the system. Additionally, some members questibat level of transparency can be
feasibly claimed for any voting system. For exampie paper voting system, thousands of
people are handling hundreds of thousands of dagilats in varying ways, in different
facilities, and with varying opinions as to how eointent should be interpreted. Such
guestions are beyond the scope of this comparison.

What can be stated is that the Travis County EastDivision has transparemperational
processeshat allow public viewing of preparation and tegtbf election equipment. The
Division eagerly demonstrates and explains theqmioces that are used and encourages
participation by anyone interested in the elecpoocess. Regardless what type of voting
system Travis County uses, now or in the future Blections Division will keep its
elections-related information and activities opad accessible to the public.
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XIl. Security Risks
A. Physical

1. Pre Election
Safeguards are in place to physically securgetggent and software kept in the
Elections Division.

2. Ballot Creation
Safeguards are in place to guard against masdiampering during ballot creation
(such as using encryption keys, passwords, aneégaion of duties).

3. Distribution to Field
Safeguards are in place to prevent loss ofrop&ing with the equipment during
distribution to polling locations (such as inventaontrol for tracking, timeliness of
delivery, and documentation of all chain-of-custadyivity).

4. In Field
Safeguards are in place to prevent physical damtheft, or tampering of the
equipment at the polling locations.

5. At Closeout
Safeguards are in place to ensure that all exgmp is surrendered properly and all
documentation of the surrender is thorough andrateu

6. Delivery to CCS
Safeguards are in place to ensure that all \areesafely transported to the central
counting station (such as tracking times of precamdgval to the satellite station,
flash card departure from the satellite statiom, @ard arrival time to the central
counting station).

7. Tabulation of Returns
System testing and safeguards are in placestarenhat votes are tabulated correctly
(such as comparing each set of results releasedghout election night to the
previous set of results, proofing each set priatsoelease, and comparing the
number of votes cast to number of signatures aeduiir each precinct).

8. Post-Election Night
Safeguards are in place to ensure that all etgmp is securely returned,
documented, and inventoried and that tabulatiotesys continue to operate
accurately in order to process late by-mail ballots
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B. Electronic

1. Pre Election
Tests and safeguards are in place to proteaistgaalicious programming of and
tampering with ballot programming software and pquent firmware and software.

2. Ballot Creation
Tests and safeguards are in place to proteaistgaalicious programming of and
tampering with ballot programming software

3. Distribution to Field
Tests and safeguards are in place to proteaistgaalicious programming of and
tampering with equipment firmware and software.

4. In Field
Tests and safeguards are in place to protect agaadgious programming of and
tampering with equipment firmware and software.

5. At Closeout
Tests and safeguards are in place to protect agaadgious programming of and
tampering with equipment firmware and software.

6. Delivery to CCS
Procedures are in place to ensure that theadglof the flashcard is witnessed and
secure.

7. Tabulation of Returns
Tests and safeguards are in place to proteaistgaalicious programming of and
tampering with ballot programming and tabulatioftware. The central counting
station has procedures in place for disaster regaed business resumption.

8. Post-Election Night
Tests and safeguards are in place to protebalidit and equipment inventory from
tampering.
XIll. Costs — See Cost Analysis
XIV. Future Needs
A. Population Growth
DRE voting easily handles the key issues associaittida growing population: ballot

complexity, joint elections, early voting issuesdaotential vote center implementation.

B. Does the system meet future needs?
See Study Group Recommendations
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Optical/Digital Scan Precinct Ballot Counters

Voter Interface

A. Ease of Use for Voters
1. Voters are comfortable using paper ballots dsuvith any system, proper layout and

2.

3.

design are important in making information and cheiclear.

The system uses a “fill-in-the-bubble” method amany voters have been exposed to
this selection method in other environments.

Sliding the ballot into the precinct ballot céemnis easy, and Study Group
demonstrations showed that the equipment is fangiais to how accurately the

ballot is placed into the feeder.

B. Potential Problems for Voters
1. First-time users to the precinct ballot coustgtem may require election worker

assistance. Voters may need basic instructio®anto insert their ballots. They
may need additional help if the ballot counterpléig messages that undervotes or
overvotes have been detected.

Ironically, one of the problems with voters ddycassuming mastery of a paper
ballot is that they often do not read the institsi on how to mark the ballot. As a
result, voters may not fill in the bubbles as neaegbut instead use checks, x’s,
circles, etc. Although the ballot scanner cantdhex voter that stray marks may be
causing generating undervotes or overvotes, theilmbty still exists that exact voter
intent will not be accurately determined.

C. Determining Intent of Voter
1. The precinct ballot counter is designed to res@bter-intent issues at the polling

location within limited parameters (alerting theetoof detected undervotes or
overvotes). There are instances when the scaonét accept a ballot and misread it
(for example, a stray mark made in a bubble whesesbter intended that no
selection for any candidate to be made in that)race

In the event of a recount, there is a greatssipdity that results could change when
voter intent is scrutinzed.

D. Accessibility Options

1. Same System as Other Voters

Considering the equipment that was demonstratéeet&tudy Group, all voters
would not be able to use the same system. To redetdl laws, some type of
electronic voting system must also be incorporédeshsure that voters with
disabilities can cast a vote without assistancgpicilly this would mean at least one
electronic unit (adapted with special featurestiierdisabled) per early voting and
election day polling location. Many election obsss/have posed ethical objections
to requiring certain voters to use a different kafidroting system. One logistical
problem is that since some voting results infororatvill come from a separate
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source that may be comprised of a small numbeot#rs, the secrecy of the ballot
may be compromised.

Study Group members are interested in learningwbuld be possible for all voters
to use an electronic voter interface that prodwcathchine-marked paper ballot.
This has the potential to resolve both of thesaeisgthe right of all voters to use the
same voting system and the right to secrecy) alsase¢he intent-of-voter dilemma.

2. Ease of Use
The accessible unit includes an audio ballot inlEhgnd Spanish. It also has jelly
switches and hookups for sip-and-puff devices ab\bters without limbs or full use
of their limbs can vote a ballot without assistance

E. Voter Trust

1. Pros
a. Voters are reassured by the physical pagdatland generally trust a paper-
based voting system.

b. Historically, paper-ballot voting has beenrsbg many as inherently inaccurate
because of the likelihood of human error and higimerability to tampering.
Numerous claims (both true and unfounded) of deditgealtering of individual
ballots or misrepresentation of ballot counts hemapelled individuals to search
for better means of voting and counting ballotéie &dded benefit of the precinct
ballot counting system is that the paper ballo¢sedectronically counted
immediately after the voter inserts the ballot itite box. As a result, highly
accurate electronic counts are made before anythiee than the voter can come
into contact with the ballot. Additionally, thepgeer ballots are still available in
the event of a recount. This dual approach w#lly increase voter confidence.

2. Cons
Precinct ballot counting systems are electronicsmdre susceptible to computer
attack, although having separate paper ballotscdrabe audited and recounted helps
mitigate risk. Since results will still rely he&vbn electronic counting, many of the
same steps used to secure DREs will also needuedzkin this setting.

Because of the need for electronic voting devicevdters with disabilities (which
has all the risks associated with DRES), voters omafinue to worry about the
security of these votes.
Il. In Field Use
A. Polling Place Setup

Setup requires: setting up voting booths and bokesper ballots (during early voting,
the number of ballot boxes is quite significantdese ballots for every precinct and
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ballot style must be available at all times), prapgathe precinct ballot counter by
verifying the seals that lock the machine, settipghe electronic disability unit,
unlocking the seals, turning the counter and ed@atrdisability unit on, printing a zero
report, and opening the polls.

B. Operation of Polling Location
Poll workers will typically have questions at theginning of the day as they set up both
the precinct ballot counters and the electronialdligy units. Once these questions are
resolved, voting would likely run smoothly. Callnter workers and troubleshooters
would be available if needed. On election day aspkeially for early voting, constant
monitoring is required to ensure that ballot invei®s are adequate to prevent a location
from running out of a particular style of ballothis is an especially complex task since
one precinct alone can have up to 11 ballot styles.

C. Closeout of Polling Place
Closeout is a fairly basic operation describechanpoll worker interface section below.
If poll workers do not wish to fully break down thbooths, the Elections staff breaks
them down and delivers them to the Elections oeratenter. Most booths are picked
up within 24 hours of closeout.

1. Poll Worker Interface
A Ease of Use for Poll Workers

1. Setup
Setup requires assembling the booths, pluggirigarbooth lights, turning the lights
on, and organizing the boxes of paper ballots.sSealthe precinct ballot counter are
checked and the system is activated. Workers alsstset up the electronic
disability unit. Poll workers that are comfortaléh computers find the precinct
ballot counter and electronic disability unit setefatively easy. Those less
comfortable with computers may require extra tragni

2. Use During Voting
Every polling location must operate two systeaprecinct ballot counter and an
electronic disability unit. For the precinct baltmunter system, a poll worker selects
three ballots of the proper ballot style for a vated lets the voter chose one of them.
The poll worker asks the voter to confirm that pnecinct and ballot style are correct
and directs the voter to any open voting bootthéfe is an issue with a ballot (such
as a wrong ballot style or a mistake in markingtibbot), the poll worker can “spoil”
the ballot and give the voter a new one. One vrdar‘spoil” up to three ballots, but
each time the voter gets a new ballot, the pollkeomust present the voter with an
array of three ballots to choose from. The spdilalibts are placed in an envelope
and documented by the poll worker. The poll wonkery also issue a provisional
ballot to a voter that must vote provisionally. TWeger and election judge fill out all
of the information on the provisional envelope présed by the Secretary of State.
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The voter votes the ballot, places it in a privanyelope, and places the privacy
envelope in the provisional envelope, which is teealed. If the provisional voter is
found to be eligible to vote by the Early VotinglB&Board, the envelope is later
opened and the vote is counted.

For the electronic disability unit, the proceduaes similar to those used in a DRE
system.

3. Close Down
Closing down the polls at the end of voting is galig easy. For the precinct ballot
counter system, the poll worker must push the ClRuses button on the machine,
print out a full report of results to post in thalmg location, document the number
of signatures on the signature rosters, documemumber of votes cast on the
machine, and deliver all paperwork, the flash card] all unvoted ballots to a
satellite station where the supplies are officigllyrendered. Workers also close,
seal, and lock the precinct ballot counter.

For the electronic disability unit, the proceduaes similar to those used in a DRE
system.

4. Return to Central Counting Station
The election judge and alternate judge delivethalpaperwork, unvoted ballots, and
flash cards with voted-ballot data retrieved froothothe precinct ballot counter and
electronic disability unit to a satellite statidhé Receiving Substation or RSS).
RSS workers perform several audits on the matebidisre the judge and alternate
leave. The flash cards are transported to the aesdunting station by law
enforcement.

IV. Equipment, Ballots, and Supplies
A. Equipment

1. Quantity and Type
Travis County would need about 270 precinct baltainters, 355 electronic
disability units, a programming computer, a backupgramming computer, a results
printer, an audit log printer, two laptops for ritisgy and backing up equipment,
three ballot-by-mail computers, two ballot-by-m@iiinters, two ballot-by-mail
digital scanners, eight flash card readers, ando8®dore flash cards.

2. Protection

Equipment is stored in a high-security area witartapping methods of security
similar to that used with DRE equipment.
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3. Preparation
Each counter goes through logic and accuracy tebtfiore each election. Each
electronic disability unit goes through functiomyaliesting before each election
(similar to DRE equipment testing). Each unit isateand cleared before an election,
and all information contained in the machine iskealcup after each election.

4. Transportation
Because of the size and weight of a precinct babbanter, Travis County is unsure if
the counters can be delivered to polling locatiop&lections staff. A third party
moving company might be needed. The transportatidhe counters and electronic
disability units would be documented by chain-o$taaly forms. Generally,
procedures would need to be similar to those useDREs.

5. Post Election
All equipment is backed up and the following auditay be performed: the
mandatory manual recount as directed by the Seygret&state, the comparison of
the election night results printed from each prefcaounter (the same print out that is
posted at each polling location) to the actualltesas tabulated by the central count
computer, and the verification of all signaturesrrthe signature rosters against the
number votes cast on the machines. Any equipmesting a repair that cannot be
performed by the Elections staff is sent to eithervendor (for minor repairs) or the
manufacturer. The history of each device is reabrde

6. Storage
All equipment and ballots are stored in a high sécarea of the Elections Division.

B. Ballots and Supplies

1. Type and Quantity
Because of the quantity needed, ballots must Imtgariby a professional certified
printer. Sufficient numbers must be ordered tomtaan proper inventory levels at
early voting and election day locations (approxeha800,000 for a general
election). All ballots must carry a unique seriamber. There is generally a two-
week lead time needed for the printer to fulfibalot order. Most Travis County
ballots would be tabloid-size (11" x 17”), and mashoff ballots either letter or legal
size. It would not be unusual for ballots to hawere than one page.

2. Protection
Protection for unvoted ballots at early voting libaas during the hours when the
polls are not open is a significant problem. Methtmreduce risk will need to be

developed.
All flash cards are stored in the ballot-programgnioom within the high-security

area of the Elections Division. Each card is mankét a barcode, and the barcodes
are tracked.
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3. Preparation
Once the flash card is digitally written, it is @med into the counter, the counter is
electronically assigned to a location, the coursdocked and sealed, and all barcode
numbers are recorded. Cards are also written @elictronic disability units. The
electronic disability units and the paper ballots @located to every early voting and
election day location, and all serial numbers amorded and verified by the poll
workers at pickup.

4. Transportation
The ballots are secured within locked and sealedaawers during transportation and
storage at the polling location. The empty ballat which is locked and sealed) and
the ballots (whose serial numbers are documented)anded over to the polling
location judge at polling location setup (for earbting) or at supply pickup (for
election day). Every evening during early votirayylenforcement transports the
ballot box with voted ballots to a secure storag@aand returns the box to the
polling location the following morning. On electiomght, the polling location judge
and the alternate judge transport the ballot baxaining votes to the satellite station
to officially surrender it. All transactions arealomented through chain-of-custody
forms. Procedures to separate the flash cards(seathin the counters) from the
voted ballots (stored inside the counter) nightlyig early voting would have to be
developed.

5. Post Election
All voted and unvoted ballots are documented ardwated for, and audits are
performed. All equipment is backed up.

6. Storage
Voted ballots, unvoted ballots, supporting docuragon, and electronic back up
from the counters are stored offsite for the rezpi22 months. Extra copies of
backup are also stored within the ballot prograngnarea.

V. Programming, Proofing, and Testing

A. Testing Requirements
Texas law only requires logic and accuracy (L&Astieg before and after an election
and before late mail tabulation.

B. Ballot Creation or Programming
Ballot creation is referred to as “ballot programg” by elections officials. Ballot
formats for each election are created using a so#wpplication. The Clerk’s Elections
Division would not have the access required tar dite system’s hard coding. The
Travis County Clerk would want to ensure that mat necessary for the vendor to
participate in any way in the ballot definition pess.
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C. Proofing
Once a ballot is programmed, the Elections stagsugports printed from the system to
check for proper assignments within the systemh(siscjurisdictions/districts set up
properly, races/contests assigned to the corrdstljation, ballot styles properly set up,
and ballot styles assigned to the correct loca}iorse staff would conduct a full, manual
proofing test to make sure that the software igfammed correctly, content is spelled
correctly, the audio ballot is recorded correcslyaight party votes vote correctly, each
place on the ballot responds correctly when vaed, all votes tabulate correctly. The
staff performs visual proofing of all paper bakwbyles.

D. Pre-Election Tests
Election officials run hash code testing (to chde the system is using the original,
certified software, and to ensure that the systasrot been tampered with) and logic
and accuracy (L&A) testing (a manual test whichuees that each place on the ballot
responds correctly when voted and that the sysaéuidtes all manually cast votes
accurately) in public view. L&A is run on the liadection database in test mode. The
flash cards voted in the L&A test are stored ingbeured programming area. By law, the
results cards of the L&A tests must be rerun thiotig tabulation system multiple times
(before election night tabulation, after electioght tabulation, and before late mail
ballot tabulation).

E. During-Election Tests
Parallel testing is designed to test the systelivenelection mode as opposed to test
mode. For parallel testing, the DREs “think” theg accepting random votes in a real
polling place, when in fact they are being testedoinder surveillance. Random votes
are recorded onto voting devices intended for nselive polling location. Votes are
recorded throughout the actual live voting periearly voting and election day), and the
results are tabulated at the end of the votingopeifhe physical act of voting on each
voting device in use is recorded by a surveillacex@era in order to determine — if there
is an error in the final results — whether the emwas human or machine. Parallel testing
is designed to test the system in live mode as sgapto test mode. For parallel testing,
the DREs “think” they are accepting random votea neal polling place.

On election night before and after tabulation,lt&& cards from the pre-election tests
are read into the tabulation system to ensurettieasystem is still tabulating correctly;
hash code tests are also performed.

F. Post-Election Tests
L&A cards and hash codes are run.
G. Third-Party Testing Opportunities

The above tests could be run by third parties,dwaw, criteria for selecting these third
parties has not yet been established.
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VI. Ballot Preparation and Distribution

A. Ballot Printing
Ballots for the electronic disability unit are ped to electronic media. All paper ballots
must be printed by a certified printer. Printingialty requires a two-week lead time.

B. Ballot Allocation
There may be up to 700 precincts and ballot sfgesne election. During early voting,
each precinct and ballot style must be properiycalled to each polling location
(between 20 and 35 locations for a single electibaj early voting, all locations must
have enough of each precinct and ballot style smenthat any voter from any precinct
voting at that location will always be able to cekedrom an array of three ballots. If a
location runs out of a particular ballot, the slemambers of the extra ballots allocated to
the voting location must be documented and chaicusfody forms completed. On
election day, all ballot styles for a precinct fopl1 ballot styles) must be allocated
proportionately and correctly.

C. Ballot Distribution
Since ballots are digitally written to flash caedwl stored in the electronic disability
units, they are distributed with the precinct caemst Chain of custody of the counters and
their contents is fully documented. When unvotetbbsmare picked up by the election
judges, serial numbers for each precinct and bsiidé¢ are confirmed, and chain-of-
custody documents signed.

D. Inventory Control Pre Election
Flash card are assigned unique ID numbers whelmaentoried and tracked. All ballot
serial numbers are inventoried and tracked.

E. Inventory Control During Election
The activity of all machines is tracked by a unidDdenumber assigned to each unit. The
retirement of any machine from the field duringedection is documented and the
activity history of that machine is tracked. Alllloa activity (delivery of new ballots to a
location that has run out) is tracked and docuntehyeserial number and chain-of-
custody forms.

F. Post-Election Inventory Control
All equipment is numbered for identification anctisecked into and out of the Elections
high-security area in much the same way a bookesked in and out of a library. A
voting machine is given a tracking number, the bamntaining it is given a tracking
number, and even the cart it is stored in is ga@mmber.

VII. Poll Workers and Training

A. Training Elections Workers
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All early voting workers and election day judgesl atternate judges must go through
training before each election (3-4 hours for mdstteons). They must be trained on
paper ballot and electronic ballot procedures. tiflacday clerks may either go through
in-person training or online poll worker trainintgat generally takes 2-3 hours. Training
includes lectures as well as hands-on drills wisialulate situations in the polling
location. Training includes booth, precinct battounter, and electronic disability unit
system setup and break down, accessibility andsalelvoting procedures, and all
closeout procedures. Much of the training deals wibcedures for processing voters.

B. Polling Location Staff
The minimum number of workers required at a pollmgation is four. The judge runs
the location, handles special voter situations sischrocessing failsafe and provisional
voters, and provides assistance to voters. Oneyooker checks in voters and validates
the voter’s registration status, another poll workeersees the signature roster, and
another poll worker runs the electronic ballot lmoxdistributes paper ballots. Because of
the large number of paper ballots needed to supplyarly voting location, more than
one person would be needed to distribute ballots\gwarly voting.

VIIl. Tabulation and Returns

A. Tabulation System— Ideally the precinct ballot counting system amel ¥ote-marking
device system would be from the same manufactenahling just one tabulation system to
be used. If this is not possible, the DRE resuithe vote-marking device and the electronic
results from the precinct ballot counters must leeged using some kind of fusion software.

1. Preparation
The tabulation software is separate from the bgltogramming software. When
preparing the tabulation software for an electtbe,data from a programmed ballot
is imported into the tabulation software. Usingttindormation, reports for results
are set up.

2. Operation
Flash cards are read into the tabulation softwarbey are delivered to the central
counting station by law enforcement. The tabulatioza is visible to the public.
Periodically throughout election night, returns posted as hard copies at the central
counting station and on the Internet.

3. Post-Election Requirements
All data is backed up to electronic media and starfésite. Mandatory recount is
performed

4. Accuracy
The results of a precinct counter election ardyfaiccurate. Some intent-of-voter
issues may go undetected unless a hand audit lodlédks is performed (see
Determining Intent of Voter above). Voting dataisred in three locations: a chip in
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the counter, the flash card, and the paper balldts.data from these three locations
can be compared. Results are printed and postthtpolling location and can be
verified against the centrally tabulated resultse &ccuracy of electronic voting can
be affected if the system has been tampered widhfauch tampering goes
undetected.

5. Method
Tabulation occurs in two places: on a tabulatiostesy run by a centrally-located
computer and (once the polls are closed) on tHetld@dx device located in each
polling location.

6. Speed
Because there is generally only one card per gplboation, the actual tabulation of
the cards occurs very quickly, so the speed ofmetdepends mostly upon the arrival
of the election judge at the satellite station.urRet are substantially complete by the
10 p.m. news broadcasts on election night

B. Public Accessibility of Returns
Hard copy or Internet returns are immediately aldé to the public as they are
published throughout election night.

1. Transferto TV
TV stations report results through an AP tranefausing internet returns.

2. Transfer to Public
The public has immediate access to Internet retdimsy may also request an
electronic spreadsheet of the precinct breakdovall ohces.

3. Internet
Current and archived results are available omwilesite of the Travis County Clerk.

IX. Backup, Audits, Recounts

A. Types of Backup Necessary
All flashcards and memory chips in all deviceslaaeked up. All elections data from the
ballot programming and tabulation software is balclp.

B. Types of Audits Necessary
The mandatory recount is performed as directedeySecretary of State. In addition,
after each day of early voting and on election hgior to the release of election night
results, all signatures from the signature rosaeesverified against the number of votes
cast on the machines. An additional audit that beperformed is the comparison of the
election night results printed from each precimmirtter (the same print out that is posted
at each polling location) to the actual resultsasilated by the central count computer.
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C. Methods for Recount
Methods for recounts are: manually counting theepéjallots and carefully managing
against human error, reading all flash cards ingtabulation computer and tabulating
the results, and running results from the backugngfor all precinct ballot counters.
Once tabulation is complete and canvass resultseebrased, a recount is only conducted
upon request by the losing candidate.

X. Independence

A. Reliance on Outside Vendor
With the exception of using certified printers tanp paper ballots, the same vendor
independence can be achieved with precinct batlmrsers as with DRES.

B. Election Preparation
No vendor assistance is required for programmiragloBprinting must be performed by
a certified printer.

C. In Field
No vendor assistance is required in the field.

D. Tabulation
No vendor assistance is required in tabulation.

E. Post Election
No post-election vendor assistance is required.

XI. Transparency

See this section under DRE voting.

XIl. Security Risks
A. Physical

1. Pre Election
The following safeguards must be in place. All @guent must be physically secured
and protected at all times against malicious tamgeand environmental mishaps
(such as water damage), The ballot programmingpegemt must be guarded at all
times against malicious tampering, machine failargl environmental mishaps. All
paper ballots must be physically secured and predest all times against malicious
tampering, theft, illegal duplication, and enviroemtal mishaps.
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Ballot Creation

Safeguards must be in place to guard against madampering during ballot
creation (such as using encryption keys, passwarakssegregation of duties). The
paper ballots must be protected against thefgallduplication, and environmental
mishaps.

Distribution to Field

Safeguards must be in place to prevent loss @ropéring with equipment during
distribution to polling locations. The paper balohust be protected against theft,
malicious tampering, illegal duplication, and eevimental mishaps. Effective
safeguards include inventory control for trackitignely delivery, and strict
documentation through chain-of-custody forms.

In Field

Safeguards must be in place to prevent theft ofsigcal damage to, or tampering
with equipment and paper ballots at polling locasio A security protocol must be
developed to securely store large quantities obtet/ballots at early voting
locations.

At Closeout

Safeguards must be in place to ensure that alpetgnt and paper ballots are
surrendered properly and all surrendered documentit thorough and accurate. In
addition, ballots within the precinct ballot courstenust be locked and secured at the
polling location. (Voted ballots are not removednfrthe precinct ballot counters at
the end of election day. Because of the size ottlumters, they cannot be
transported to the satellite station at the enth@hight by poll workers. Ballots
remain secured inside the scanners at the pobhicafions until the scanners are
picked up by the elections staff or a third-partyuing company).

Delivery to CCS

Safeguards must be in place to ensure that alk\arte safely transported to the
central counting station (such as tracking timegretinct arrival to the satellite
station, flash card departure from the satelligdiah, and card arrival time to the
central counting station). All voted ballots thatrmrain stored in the precinct ballot
counter must be protected. Because of the sizgegbrecinct ballot counter (and the
voted ballots secured inside), it cannot be defigdo the central counting station.
Once the counters are delivered back to the etectienter, the ballots are removed
and secured inside sealed boxes.

Tabulation of Returns

System testing and safeguards must be in placesiore that votes are tabulated
correctly (such as comparing each set of resukéssed throughout election night to
the previous set of results, proofing each set poidts release, and comparing the
number of votes cast to number of signatures aeduir each precinct).
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8. Post Election Night
Safeguards must be in place to ensure that alpetgnt and paper ballots are
securely returned, documented, and inventoriedlaictabulation systems continue
to operate accurately in order to process late bipallots.

B. Electronic

1. Pre Election
Tests and safeguards must be in place to protagtsignalicious programming of
and tampering with ballot programming software agdipment firmware and
software.

2. Ballot Creation
Tests and safeguards must be in place to protagtsignalicious programming of
and tampering with ballot programming software.

3. Distribution to Field
Tests and safeguards must be in place to protagtsignalicious programming of
and tampering with equipment firmware and software.

4. In Field
Tests and safeguards must be in place to protagtsignalicious programming of
and tampering with equipment firmware and software.

5. At Closeout
Tests and safeguards must be in place to protagtsignalicious programming of
and tampering with equipment firmware and software.

6. Deliveryto CCS
Procedures must be in place to insure that theetgliof the flashcard is witnessed
and secure.

7. Tabulation of Returns
Tests and safeguards must be in place to protagtsignalicious programming of
and tampering with tabulation software. The certaainting station must have
procedures in place for disaster recover/busiressmption.

8. Post Election
Tests and safeguards must be in place to protdualédt and equipment inventory
from tampering.

XIll. Costs — See Cost Analysis
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XIV. Future Needs

A. Population Growth
The electronic component of this system appeaiiyedde to handle the issues

associated with a growing population, ballot comitie joint elections, early voting, and
vote center implementation.

As population growth creates greater ballot compferew features (such as the ability
to print ballots on demand) must be included ifevetwant to preserve paper ballots.

B. Does the system meet future needs?
See Study Group Recommendations
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Hand-Counted Paper Ballots

Voter Interface

A.

Ease of Use for Voters
Voters are comfortable using paper ballots, howeagwith any system, proper
layout and design are critical to making ballobmhation and choices clear.

Potential Problems for Voters

Ironically, one major issue stems from voters’ @gdread comfort with paper ballots:
they often do not read the instructions on how &oknthem. As a result, some voters
use unorthodox or problematic methods to indidagg selections.

Determining Intent of Voter

1.

The marks made on most paper ballots are easyaiprat, however some
voters’ marks are not easily deciphered by thetieleevorkers counting the
ballots. As a consequence, the final reading nfesballots may not accurately
depict voters’ intents.

When ballot scrutiny intensifies, as in the evefra oecount, the final results are
much more likely to change from the initial counts.

Accessibility Options

1. Same System as Other Voters

To comply with federal law, some type of electromdting system must
accompany a paper ballot system to ensure thatsveith disabilities can cast a
vote without assistance. Typically this would meateast one electronic voting
unit (with special features for the disabled) maestused at each early voting and
election day polling location. Many election obsas/have posed ethical
objections to requiring certain voters to use &dnt kind of voting system.

One logistical problem is that since some votirguheinformation will come

from a separate source that may be comprised miad sumber of voters, the
secrecy of the ballot may be compromised.

Ease of Use
The accessible unit includes an audio ballot inlEhgnd Spanish. It also has
jelly switches and hook ups for sip-and-puff degise that voters without limbs
or full use of their limbs can vote a ballot with@ssistance.

E. Voter Trust

1.

Pros

Voters are reassured by physical ballots and ginémast a paper-based voting
system that can be verified and recounted. Hamakcsupporters prefer the
absence of computers, whose calculations are uhalalte and therefore
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considered unverifiable. These supporters belieata concrete counting
method coupled with neighborhood-driven vote caoutvould increase voter
confidence in elections and in democracy.

2. Cons
Historically, paper-ballot voting has been seemany as inherently inaccurate
because of the likelihood of human error and higlmerability to tampering.
Numerous claims (both true and unfounded) of dediteealtering of individual
ballots or misrepresentation of ballot counts hewm@pelled individuals to search
for better means of voting and counting ballots.

The public perception of an election is as impdrtmnthe validity of the election
itself. A system which relies on great numbersdividuals handling ballots
across large regions is likely to generate cont®xeAn innocent but slightly
significant tabulating error in just one precinoutd cast doubt upon an entire
election. Because of human error and the quedtleracuracy of the count,
recounts are commonplace, and those recounts miteluce differing results
(especially given voter intent questions). Thesgawnges in election accuracy
could increase doubt about the voting system andieevoter confidence.

[I. In Field Use

A.

Polling Place Setup

Setup requires: setting up voting booths and bokésillots (during early voting the
number of ballot boxes is quite significant becaoakots for every precinct and ballot
style must be available at all times), settinghgelectronic disability units, setting up
the locked and sealed ballot box, and opening tfis.p

Operation of Polling Location

Paper ballot voting is relatively troublefree. Ganter workers and troubleshooters
would be available if questions occurred with tlec&onic disability units. On election
day and especially for early voting, constant nammitg is required to ensure that ballot
inventories are adequate to prevent a location ftaming out of a particular style of
ballot. This is an especially complex task sinoe precinct alone can have up to 11
ballot styles.

Closeout of Polling Place

Closeout is a fairly basic operation describedhanpoll worker interface section below.
If poll workers do not wish to fully break down thbooths, the Elections staff breaks
them down and delivers them to the Elections operatenter. Most booths are picked
up within 24 hours of closeout.
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1. Poll Worker Interface
A. Ease of Use for Poll Workers

1. Setup
Setup entails putting together the booths, pluggirtpe booth lights, turning the
lights on, and organizing the boxes of paper ballot

For the electronic disability unit, the proceduaes similar to those used in a DRE
system.

2. Use During Voting
The process for voting a paper ballot is the sasngsiang precinct ballot counters
except that the ballots are deposited in a lockeblsgaled ballot box. For hand
counting on election day, two ballot boxes candiated. Once the polling place has
been open for an hour and more that 10 voters Wwateel, the ballot box with voted
ballots can be taken aside and the votes manualigted. The second ballot box is
used to collect voted ballots. The boxes are rdtatethat tallying and voting can
continue throughout the day (see the previous stuolyp report for the pros and
cons of opening the ballot box and counting atbiéing location on election day).

For the electronic disability unit, the proceduaes similar to those used in a DRE
system, however the unit may be one that electatigimarks a paper ballot that is
later hand counted.

3. Close Down
Once polls are closed, the manual counting consinunil all ballots are counted and
accounted for. Results sheets — showing the cordliotals of votes for each race
from both the hand count ballots and the electrdisability unit — are compiled
and posted at the polling location. Poll workeyart the signatures on the signature
roster and verify the number against the numbéatibts cast. They also note the
guantity and serial numbers of the remaining unydialots.

For the electronic disability unit, the proceduaes similar to those used in a DRE
system, however if a system is used that electatlgimarks a paper ballot, no votes
are stored in the voting unit.

4. Return to Central Counting Station
Once all votes are hand tallied, the electi@lggiand alternate judge deliver the
paperwork, voted and unvoted ballots, tally shestd, results sheets to a satellite
station (the Receiving Substation or RSS). Thetebnic disability unit’s flash card
may also be delivered if it is the type of systéuait istores votes on the card. RSS
workers perform several audits on the materialsrgethe judge and alternate leave
(such as comparing the number of signatures touh&er of votes cast).
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IV. Equipment, Ballots, and Supplies
A. Equipment

1. Quantity and Type
Travis County needs about 355 electronic disahilitits, a programming computer,
a backup programming computer, and an audit lagqri

2. Protection
The electronic disability units and paper ballo®s stored in a high-security area
with overlapping methods of security.

3. Preparation
Each electronic disability unit goes throughdiionality testing before each election.

4. Transportation
Transportation of the electronic disability unite @erformed by Travis County and
would be documented by chain-of-custody forms.

5. Post Election
Any equipment needing a repair that cannot be paed by the Elections staff is
sent to either the vendor (for minor repairs) @ tanufacturer. The history of each
device is recorded.

6. Storage
All equipment and ballots are stored in a high sécarea.

B. Ballots and Supplies

1. Type and Quantity
Because of the quantity needed, ballots must loégaliby a professional certified
printer. Sufficient numbers must be ordered tontzaén proper inventory levels at
early voting and election day locations (approxieha800,000 for a general
election). All ballots must carry a unique seriamber. There is generally a two-
week lead time needed for the printer to fulfibalot order. Most Travis County
ballots are tabloid-sized (11" x 17”) and most riif@llots either letter or legal size.
It would not be unusual for ballots to have mormntione page.

2. Protection
Protection for unvoted ballots at early voting lic@as during the hours when the
polls are not open is a significant problem; methtwdreduce risk will need to be
developed.

All flash cards used with the electronic disabilityits are stored in the ballot

programming room within the high security area.tEeard is marked with a
barcode, and the barcodes are tracked.
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3. Preparation
Flash cards are digitally written for the electmodisability system. An electronic
disability unit and paper ballots are allocate@very early voting and election day
location and all serial numbers are recorded anifiee: by the poll worker at
pickup.

4. Transportation

The ballots are secured within locked and sealedhaters during transportation and
storage at the polling location. The empty ballet pwhich is locked and sealed) and
the ballots (whose serial numbers are documented)anded over to the polling
location judge at polling location setup (for earbting) or at supply pickup (for
election day). Every evening during early votirayylenforcement transports the
ballot box with voted ballots to a secure storagaand returns the box to the
polling location the following morning. On electimmght after all votes are hand
counted, the polling location judge and the alterpadge officially surrender the
ballot box containing voted ballots, all unvotedidta, and all paperwork at the
satellite station. All transactions are documentedugh chain-of-custody forms.

5. Post Election
All voted and unvoted ballots are documented amdwated for and audits are
performed. All equipment is backed up.

6. Storage
Voted ballots, unvoted ballots, and supporting doentation are stored offsite for
the required 22 months. Electronic disability umite stored in the high security area
of the Elections offices.

V. Programming, Proofing, and Testing

A. Testing Requirements
For the electronic accessibility units, Texas lawyaequires logic and accuracy (L&A)
testing before and after an election and befoeertail tabulation.

B. Ballot Creation or Programming
Ballot programming software is necessary for crgphiand-counted paper ballots and
electronic accessibility unit ballots, hE Clerk’s Elections Division would not have the
access required to alter the system’s hard codlig Travis County Clerk would want
to ensure that it is not necessary for the venalpatticipate in any way in the ballot
definition process.

C. Proofing

Each ballot style is proofed for accuracy. Tegtin the electronic disability unit is
performed to make certain the software has prograanaii ballot styles correctly.
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VI.

. Pre-Election Tests

Electronic disability units must be tested in thene manner as a DRE system. Since the
counting system used is hand counting, no testbegerformed to verify that the
counting will be correct.

. During-Election Tests

Since the counting system used is hand countiege thre no tests that can be performed
to verify that the counting is correct during aaaion.

Post-Election Tests

Since the counting system used is hand countiege thre no post-election tests that can

be performed to verify that the counting was cdrtrec

. 3rd-Party Testing Opportunities

There are no known third-party testing opportusitie

Ballot Preparation and Distribution

A. Ballot Printing

Ballots for the electronic disability unit are ped to electronic media. All paper ballots
must be printed by a certified printer. Printingialty requires a two-week lead time.

. Ballot Allocation

There may be up to 700 precincts and ballot sfgesne election. During early voting,
each precinct and ballot style must be properiycalled to each polling location
(between 20 and 35 locations for a single electibaj early voting, all locations must
have enough of each precinct and ballot style smenthat any voter from any precinct
voting at that location will be able to choose framarray of three ballots. If a location
runs out of a particular ballot, the serial numbrthe extra ballots allocated must be
documented and chain-of-custody forms completedel®ction day, all ballot styles for
a precinct (up to 11 ballot styles) must be alledgiroportionately and correctly.

. Ballot Distribution

When ballots are picked up by the election judgesal numbers for each precinct and
ballot style are confirmed and chain-of-custodywtoents are signed.

. Inventory Control Pre Election

All ballot serial numbers are inventoried and ket

. Inventory Control During Election

All ballot activity (including delivery of new baits to locations that run out) is tracked
and documented by serial number and chain-of-cydtodhs.
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F. Inventory Control Post Election
All equipment is numbered for identification anctieecked into and out of the Elections
high-security area in much the same way a bookeslked in and out of a library. An
electronic disability unit is given a tracking nuembthe booth containing the electronic
disability unit is given a tracking number, and e¥kee cart the booth is stored to is given
a number.

VII. Poll workers and Training

A. Training Elections Workers
All early voting workers and election day judgesl afternates must go through training
before each election (3-4 hours for most electiofisgy must be trained on paper ballot
and electronic disability unit procedures. Electitaty clerks may either go through in-
person training or online poll worker training (A8urs). Training includes lectures as
well as hands-on drills which simulate situatiom$he polling location. Training
includes booth and electronic disability unit setungl breakdown and procedures for
distributing paper ballots. Much of the trainingatsewith procedures for processing
voters. Special training is given to vote-counteswsors, but vote counters are typically
not trained until the beginning of the vote-cougtprocess.

B. Polling Location Staff
The minimum number of workers at a polling locatistiour. The judge runs the
location, handles special voter situations sugbrasessing failsafe and provisional
voters, and provides assistance to voters. Oneyooker checks voters in and validates
the voter’s registration status, another overdeesignature roster, and another poll
worker distributes paper ballots. Because of thgel@mumber of paper ballots needed to
supply an early voting location, more that one peiis needed to distribute ballots
during early voting. Special teams of vote counggesneeded to tally the votes. The
number of vote counters per precinct can range #dm80, depending on the number of
votes cast in a precinct, the number of contesthemallot, and the amount of time
needed to produce timely returns.

VIIl. Tabulation and Returns

A. Tabulation System
All ballots (electronically marked and hand markat counted by hand. Some type of
software would be required to provide accumulagtdrn information.

1. Preparation
The county predetermines the number of vote cosmecessary for counting early
voting ballots and the number of counters per pitaiequired on election day. This
number could exceed 8,000 additional workegselection Additional staff must be
hired to recruit the workers, and sites must beested to ensure that vote counters
can be accommodated. Alternate sites must bedémtehose precincts that cannot
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accommodate the counting teams. Table and chdalrand delivery for all vote
counting teams must be booked. Tally sheets mugtib&d.

Operation

Tabulation teams consist of four people: one petsaall the vote and three people
to independently record the vote on a tally shElee three vote counters continually
cross-check with each other to ensure that theintsoagree. If all three counts do
not match, the count must begin over. One trainpeyvisor oversees four teams,
answering questions, and settling disputes. Dwrarty voting, ballots are sorted by
precinct (in the November 2008 election, 302,000tswawere cast in early voting),
after which the counting teams begin counting.

On election day, if the precinct can accommodagentimber of counting teams
needed, vote counting can begin during the dayhelpolling location cannot
accommodate the counting teams, counters mustuwglithe polls close, move the
ballots to the alternate counting location, andifegunting. Once vote counting
begins it must continue until all votes are counw&fthen counting is complete, the
results from the counting teams are compiled imézipct results. The number of
signatures on signature rosters is verified agamsthumber of votes cast. The judge
and alternate judge deliver the precinct resultssaanrender their ballots to the
satellite station. Law enforcement then transpiwesresults and ballots to the
central counting station where all results are datedp

For early voting and on election day, each count#agn in a precinct may report
results for as many as 150 candidates or proposi{idepending on the number of
races and the number of selections per race).odlhttng teams’ results are compiled
into a total for each candidate or propositiontfe precinct. Early voting and
election day results for each race in each prearetombined, then cumulative
totals for all races in all precincts are calcudat/hen results from all 210 Travis
County precincts are tabulated, there can be niaire 20,000 individual results
compiled into the final totals. .

Post-Election Requirements
Hand recounts mandated by the Secretary of Stateesformed.

Accuracy

The hand-count method has a very high probabifigrmr. Human vote-counters
have historically been inaccurate when countingdajuantities of ballots with a
large number of races. The probability of 90,00t patations being perfectly
entered for the record by hand is low. The proligmf 90,000 computations being
accurately condensed into cumulative totals is low.

Method

All tabulation is manual. Calculations can be perfed by computers, but totals
must first be hand-entered. Methods for confirntimg count vary.
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10.

Speed

Manual tabulation of ballots is a slow process.espgepends on the number of
counters, the number of ballots, the number ofsacethe ballot, and the number of
disputes and ballot resolutions to be resolvedlsth depends on the time it takes to
compile the results into a format that can be itisted to the public. The time
required to release final returns would be measureidys.

Public Accessibility of Returns
Once results are handed to central count, thegarmgpiled into a format that may be
distributed to the public. This can be throughltiternet or via hard copies.

Transferto TV
TV stations report results through an AP tranefausing Internet returns.

Transfer to Public

The public has immediate access to returns ongeaitgeposted online. Members of
the public may also request a spreadsheet of g#w@nut breakdown of all races once
the spreadsheets are available.

Internet
Current and archived results are available onrtternet.

IX. Backup, Audits, Recounts

A.

Types of Backup Necessary
Voted paper ballots would not be backed up.

Types of Audits Necessary
The mandatory recount as directed by the Secrefdsyate and the verification of the
signature rosters against the number votes catbteomachines are performed.

Methods for Recount
Recounts are performed manually.

X. Independence

A. Reliance on Outside Vendors
Other than using a certified printer, no vendotipgoation is necessary.

B Election Preparation
No vendor assistance is required in election pedjar.
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C. In Field
No vendor assistance is required in the field.

D. Tabulation
No vendor assistance is required for tabulation.

E. Post Election
No post-election vendor assistance is required.

Xl. Transparency

See this section under DRE voting.

XIl. Security Risks

A. Physical

1.

Pre Election

The following safeguards must be in place. All gguent must be physically secured
and protected at all times against malicious tampgeand environmental mishaps
(such as water damage), The ballot programmingpegemt must be guarded at all
times against malicious tampering, machine failargl environmental mishaps. All
paper ballots must be physically secured and predeat all times against malicious
tampering, theft, illegal duplication, and enviroemtal mishaps.

Ballot Creation

Safeguards must be in place to guard against rmaidampering during ballot
creation (such as using encryption keys, passwardssegregation of duties). The
paper ballots must be protected against thefteawdonmental mishaps.

Distribution to Field

Safeguards must be in place to prevent loss @ropéring with equipment during
distribution to polling locations. The paper balohust be protected against theft,
malicious tampering, illegal duplication, and eovimental mishaps. These goals can
be achieved through inventory control for trackitignely delivery, and strict
documentation through chain-of-custody forms.

In Field

Safeguards must be in place to prevent theft ofsigcal damage to, or tampering
with equipment and paper ballots at polling locasioThe paper ballots must be
protected against theft, illegal duplication, angionmental mishaps. A security
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protocol must be developed to securely store lgugatities of unvoted ballots at
early voting locations.

At Closeout

Safeguards must be in place to ensure that allrgegdets are surrendered properly
and all surrendered documentation is thorough andrate. At early voting closeout,
all unvoted ballots must be thoroughly inventoried.

Delivery to CCS

Safeguards must be in place to ensure that alk\arte safely transported to the
central counting station and that all voted ballotd unvoted ballots are accounted
for and protected.

Tabulation of Returns
Procedures must exist to control the flow and tiragclof ballots as they pass to
counting teams throughout the polling/counting taoa

Post-Election Night
Safeguards must be in place to ensure that allrgegdets are securely returned,
documented, and inventoried.

. Electronic

1.

Pre Election

Tests and safeguards must be in place to protagtsignalicious programming of
and tampering with ballot programming software agdipment firmware and
software.

Ballot Creation
Tests and safeguards must be in place to protagtsignalicious programming of
and tampering with ballot programming software.

Distribution to Field
Tests and safeguards must be in place to protagtsignalicious programming of
and tampering with equipment firmware and software.

In Field
Tests and safeguards must be in place to protagtsignalicious programming of
and tampering with equipment firmware and software.

At Closeout
Tests and safeguards must be in place to protagtsignalicious programming of
and tampering with equipment firmware and software.

Delivery to CCS

Delivery to CCS will vary depending on the typeetéctronic accessibility unit
chosen.
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7. Tabulation of Returns
Tabulation of returns will vary depending on thpeyof electronic accessibility unit

chosen.
8. Post Election

Tests and safeguards must be in place to protdualédt and equipment inventory
from tampering.

XIll. Costs — See Cost Analysis (Exhibit A)

XIV. Future Needs

A. Population Growth
As population growth creates greater ballot compferew features (such as the ability
to print ballots on demand) must be included ifevetwant to preserve paper ballots. The
hand counting of ballots presents enormous chadefgy large urban areas.

B. Does the system meet future needs?
See Study Group Recommendations
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Appendix C

Evaluating Security for Travis County Voting Systens
By Brent Waters
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Evaluating Security for Travis County Voting Systems

Brent Waters

May 5, 2009

Issues Facing Us

Dana DeBeauvoir has asked us to evaluate the Travis County voting system. The goals outlined
were to look for a system that was accurate, reliable, and maintained voter privacy. In addition,
we would like to have a system that is transparent — in that it is easy to evaluate and determine
if there are issues.

In addition to evaluating the current systems, one goal of the study group is to be forward-
looking. That is we should look for solutions and not just problems.

Difficulty of Evaluation Determining and quantifying the security of systems is notoriously
difficult. While risks from natural oceurrences can often be quantified and tested, it is very hard
to predict what strategies a determined and creative attacker might take.

This makes our job difficult in several ways. First, the benefits of “testing” the security of a
system is limited, since we might be testing for attacks we thought of, but not the ones an attacker
has. Second, the fact that a system has (apparently) not had issues in the past does not give strong
guarantees for the future. It could be just that no one has attempted to attack it yet.

Worst-Case Protection and Transparency In comparing different systems, it is helpful to
define what the goals are. No voting system is perfect and we will likely find that different systems
have tradeoffs.

With electronic voting systems it is important to look at two main criteria: worst-case failure
and transparency. All voting systems face reliability issues. For instance, people are well aware of
“hanging-chad” issues in punch card voting systems. In some systems, reliability issues might be
more localized or limited (e.g. a lost ballot box or a small percentage of poorly marked ballots).
One concern about electronic voting systems is the possibility of a large system wide failure. This
might happen if one voting machine becomes corrupted and infects others. This viral propagation
of malicious software is the largest concern of this nature. In evaluating voting systems, there might
be tradeoffs between average convenience and protecting against worst case scenarios.

Another important issue is transparency. In simpler voting systems, one can observe how they
work. For example, one can visually inspect a punch card lever. When working with DRE machines,
1t is impossible to visually to discern anything about what the machine in doing. Hash integrity
checks are also unreliable. In addition, we would like to be able to conduct an analysis in the case
of strange behavior.
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Appendix D

Pages 5 - 30 of the
Texas House Committee on Elections
Texas House of Representatives
2008 Interim Report

A Report to the
House of Representative
81% Texas Legislature

Charge No. 1

Travis County Note: Travis County noted a confhietween a statement by Dan Wallach
paraphrased on page 22 of the interim report (whaalgs, ‘His suggestions to the committee
were to limit DREs to one per precinct and to mdlyuaand count paper ballots.”and the
testimony of Dan Wallach as documented on his teshsi
http://www.cs.rice.edu/~dwallach/pub/texas-housetelas25june08.pd{in which he
recommends counting paper ballots using electrtafdalators). He posts his entire testimony
entitled_Testimony of Dr. Dan S. Wallach, Texasd¢oGommittee on Elections, June 25, 2008
It reads, “California has taken the step of ImgilDRES to one per precinct, to ensure
accessible voting, while having most voters useygep ballots. That would be a prudent step to
take here as well.

He continues, “Electronic tabulation of paper ba#icstill has its security risks, but these can be
mitigated with hand audits of the paper ballotsjalhcan be conducted between the completion
of the election and the certification of the fiedgction results. Such audits involve randomly
sampling ballots, by hand, and comparing them stigtlly to the electronic results. These
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audits can be made more accurate if the ballot kaon were to stamp a serial number on the
ballot (i.e., a number which the voter cannot $®é,which is recorded both electronically and
on paper). This would allow for one-to-one auditelectronic and paper records, greatly
reducing the amount of effort necessary to condacudit.”
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Texas House Committee on Elections
2008 Interim Report
Charge No.1
Study the general issue of electronic voting techogy, including the issues of general
benefits and risks, security and accuracy, papeils, etc.

Background:

Where did the current voting process originate f?dviany probably do not stop to think
about the rich history encompassing today's vatieghods, the technology used, or the
everyday vocabulary society uses referencing elestiMany Americans take for
granted the current process and idea of a seditet.bais generally assumed voting by
secret ballot has existed since the birth of th#ddrStates. Despite what is thought, the
way Americans have cast their ballots has changatyrtimes throughout the course of
200 years.

Today there are questions and some skepticism asmng Americans in regards to
current voting methods. Electronic voting machiveishin the last 6 years, have taken
over at polling places. Questions regarding themsigc accuracy, and reliability of these
machines enter into the minds of concerned citizengss the country, but are Direct
Recording Electronic voting machines (DRE's) reallyew idea or are they a thing from
the past? Looking at history, one finds thesestioies and concerns are not new and
have been asked with the advent of each new vategthod. This does not mean
guestions of concern have no validity, in fact gufte opposite. All concerns should be
looked at carefully. However, before one delves the problems of today and
tomorrow, it is important to look into the past)ythen can one have a true and balanced
understanding of what may come and what needs &itéred.

In ancient Rome, citizens would cast white or bldzdlottas" in an urn, meaning a vote
of affirmation or refutation, respectively. The noen of white or black "ballottas" would
determine who the winner of an election was. The tdallotta” is the root for the
modern word "ballot” and is the Italian word foraiball. This is also where the term
"blackballed" originated and today is used to dégcrejection or loss of an election.
This term having come from when a candidate rece@vmajority of black "ballottas"” in
their urn, losing the racé

The first actual use of paper ballots to conductlaction appears to have been in 139
B.c., and the first use of paper ballots in whatass the United States was in 1629 to
select a pastor for the Salem Chufdtiowever, before the late 1800's there was no
secret ballot, and campaigning at the polling plaes a common and legal practice.
Early paper ballots, if used by states, were noentloain slips of paper provided by the
voters themseh& As time went on, political parties or candidgtesvided preprinted
ballots. These ballots made it very difficult foreoto have the right to a private vote. In
addition, it created difficulties in keeping votdrem putting a number of ballots in the
ballot box.

5

134



Parties themselves became adept at printing thetbal such a way that any voter could
easily distinguish the ballots from one party ar tther. Still, not all stasaised paper
ballots; Missouri, for instance, used the practiteoice voting until 1863. The voice
vote provided only modest protection of a cant€here was no ballot box to stuff,
however the lack of privacy meant voters were dpdpribery and intimidatiod.

Despiteserious problems with the partisan form of votirtggde paper ballots remained
the rule until the late 18004t wasn't until 1888 that the Australian Secreli@gthe

ballot Americans know today) was brought to anddusdehe United States. The
Australian Secret Ballot was designed in VictoAastralia in response to the concern of
voter fraud and voter privacy in Australia. In 18u8election was held using a
standardized secret ballot, printed at the expehee Australian government, listing all
candidatrgs for office. These ballots were distedub the voters at the polling place, one
per voter.

The Australian Secret Ballot was first used in Néovk and Massachusetts in 1888, but
the move to the Australian Secret Ballot was slowhe United States. Texas and
Connecticut moved by gradual reform from the partiballot and did not complete
changes until 1905 and 1906. Missouri experimenti#d the Australian Secret Ballot,
but went back to the partisan ballot until 1921wNéexico did not fully adopt the new
balloting method until 1927. North Carolina onlyuered that all counties use the
Australian ballot in 1929. By 1940, Delaware sigled a mixed system where partisan
ballots were still allowed outside the polling gdaand while size, color, and typography
were strictly regulated, South Carolina still upedgtisan ballots. The weakness easily
found within the Australian ballot system was thbjsctive interpretation of each mark
when ballots were counted. If administered propéhis ballot does make it difficult to
cast mléltiple ballots, however, dishonest electfiitials can manipulate the counting
process.

Throughout the accession of the Australian SecafibB(and even before), innovators
sought ways to perfect a fair, infallible, yet simay to vote and to tally votes by
machine. In fact, many of the more recent votinghoeés received an earlier start than
some may think.

Direct Recording Election voting machines (DREayéan old history. The first
proposals for electrical vote recording date bacthe mid-1800s. Albert Henderson
patented an electrochemical vote recorder for llgtiye roll-call votes (U.S. Patent
7,521) in 1850. Legislators could vote by holdirggwth an aye or nay telegraph key on
their desk and it would remotely print their nameeither the aye or nay column on a
piece of damp blotter paper kept as the officiaeuwecord. Thomas A. Edison refined
this idea in his 1869 patent by adding electrocleahdounters to count the votes. In
1898 Frank S. Wood proposed a push button paperlessical voting machine for use
in polling places (U.S. Patent 616,174). It waantil 1975 that the machine
commercially known as the "Video Voter" was usedeaal elections in Streamwood and
Woodstock, lllinois’
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Lever machines were on the cutting edge of teclgyollo the 1890's, and were
considered the high tech solution for running andsb election as computer-tabulated
punch cards would be in the 1960's. Although lemachines were first used in 1888,
the Myers Automatic Booth lever machines were firsgd in 1892 in Lockport, New
York. After this use, lever machines were slowlppigd throughout the country. By the
1930's essentially all of the nation's larger urbanters had adopted lever voting
machine$.

Optical Scanners has its roots in standardizethtesthe Type 805 Test Scoring
Machine was introduced in 1937 by IBM and perforrhgdensing graphite pencil

marks on paper by their electrical conductivitye$a devices were the first generation of
machine scored educational tests. The optical seasdeveloped as an alternative to the
electrical sensing system and was first used imite1950's. The first use of
marksensed ballots was in 1962 in Kern City, Catifm and was developed by the
Norden Division of United Aircraft and the city bbs Angeles. Development of the
15,000 pound system began in 1958 and saw overaaldef use in Orange County
California, and was also utilized in Oregon, Olsind North Carolind.

There have been many changes since the days fgpaprrinted ballots and the "cutting
edge" lever machines. With the advent of the Halpefica Vote Act (HA V A),
electronic voting machines are utilized by U.Szeis in every election. Currently,
explicit state and federal standards have beeblestad to preserve the secrecy of the
ballot, ensure electronic voting machines operately, efficiently, and accurately and
verify the methods are safe from fraudulent or dginatzed manipulation. Methods such
as certification processes, examiners assessingguoiachines, different levels of
testing, required standards met by manufacturasstandards and processes county
governments must go through when machines are asedhand are set up at the polls
are all established to ensure accurate countithglédts cast. This does not mean these
methods are flawless or that they can not be méatgull There are a number of citizens
that distrust the use of electronic voting. Indiwadiconcerns lie with the lack of a voter
verified paper trail, the possibilities of an intal or external hack which could be
executed on one or multiple machines, and thed&ekcuracy the machines might have.

Some believe a Voter Verified Paper Audit Trail (WXT) is the solution to creating
confidence and more secure elections. Howeverntigae has been discovered the
VVP AT may not be the ultimate solution, but potalty will be a waste of government
dollars and offers a false sense of security.

Charge No. 1 covers the general aspects of electvoting. In addition, the charge
looks in depth at the use of VVP A Ts and detersiwbether or not these forms of
paper trails are a good solution for the Stateextak. Once these issues have been
covered within the report, the committee will makeommendations to the 81
Legislature on what it believes the best coursactibn should be.
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Security, Accuracy, Benefits and Risks:

History hasshownwith every voting method comes risks of fraudulleshavior.
Electronic voting technology is no different. Arese risks mitigated by tlsecurity
procedures and certification processes establishd¢elderalandstate governments? The
committee took testimony from the United Statextd® Assistance Commission
(EAC), the Texas Secretary of State's Office (S@&nufacturers, advocacy groups,
computerscientists, andounty election officials who use electronic votieghnology.
The testimony was taken in order to learn exaahy n electronic voting machine is
certified, the security procedures and measuresntand the benefits and risks
encompassing the technology.

Matthew Masterson, Testing Certification Analysinfr the EAC, testified on the current
federal certification program developed and bewvajweated. The Help America Vote Act
(HAVA) established the EA@ndgave it three tasks. The first was the respongylit
distribute and manage $3 billion in funds set agidestatego purchase voting
equipment. Theecondask was to create and adopt the Voluntary Votiygiein
Guidelines (VVSG) used by non-federal independestirig authorities in assessing and
certifying voting systems. Finally, the commisswas to accredit voting system test labs
and to certify and decertify voting equipment. Thigs the first time the federal
government has been responsible for certifyinged#ging, and testing voting
equipment. Before the EAC was commissioned with tesponsibility, the National
Association of State Election Directors (NASED)an-profit organization made up of
State Election Directors across the United Statesified and decertified voting
equipment. Of significance to note, state partibgeain the EAC program is voluntary,
sostates may use as little or as much of the prograeemed necessary.

Masterson said the EAC is currently in the procdsgeating a new set of VVSG, which
are being modified to be more user friendly, accadate the next generation of voting
systems, to promote innovation and is a total rewaf the previous 2005 VVSG. In
2007, the EAC was commissioned to create a teatwdgcertification program
independently verifying votingystemsn compliance with the necessary requirements
established in the VVSGs. Manufacturers becameeaticomplying with HAVA once
test labs were accredited under the EAC and suanvibting systems to be tested under
the new certification process.

Currently, there are Ihanufacturers registered with the EAC program anth®hines
have beemsubmittedfor testing; the first system was submitted in keloy 2007. To

date, as of this hearing, none have been certéten questionedboutthe validity of

the voting machine certifications in use today, tdeson gave detailed information to the
committee. There are different regulations withagle state determining which machines
are certified to be used. Masterson assured thentib@e, voting machines currently in
use have been certified by NASED.
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The EAC does have a quality assurance progrars guitleling, so astate will know
individual voting machines have been certified urttie program. Additionally, the
commission provides a quality monitoring progratowing for investigations on voting
equipment when a member of the public brings ewidegainst a voting system's
validity. However, since there have not been angZEArtified voting machines, there
have been no investigations. Becausgitha voluntary program, the EAC can only
regulate those machines registered. Consequeindlynember of the public provides the
EAC with evidence of a possible non compliant maehthe commission does not have
jurisdiction to investigate said allegations if tin@chine in question is not registered with
the program.

There were questions among committee members aif wieefirst voting machine would
be EAC certified. Masterson assured the committee&ebmmission is actively working
with vendors and testing labs to get a systemroaniefficient manner; however the
EAC was not going to compromise the quality of tb&ting for the need of expediency.

There have been five voting system testing labsedded by the EAC. These labs are
initially reviewed by the National Institute of &tdards and Technology (NIST) through
its National Voluntary Laboratory Accreditation Bram (NVLAP) and then provides a
recommendation to the EAC on laboratory accreditati o date Wyle Laboratories, Info
Guard Labs, iBeta Quality Assurance, Systest Laihd,the newest addition of accredited
labs CIBER, Inc. have all been successfully acteddioting system laboratories under
the commission's Voting System Certification andgtifg progrant?

Systest Labs has been providing Independent Satiest Engineering and Quality
Assurance since 1996 and has its roots in testidgrarification of technology rich
complex systems developed by the Department ofri3efdt was one of the first
Companies accredited by NIST under NVLAP and spatsby the EAC as a Voting
System Test Lab (VSTL). Before it was accreditedi®yEAC, Systest Labs was
accredited by NASED and is currently engaged ihas numerous consulting and
certification projects directly for SecretariesSiftes, Attorney Generals, and/or County
Election Directors and Officials, which are separabm work performed for the EAC.
Representatives from Systest Labs testified befereommittee regarding the process
manufacturers must go through to receive certibcat

Many tasks go into electronic voting system risttuetion. Each project starts by
determining the scope of the project or how mustking is needed to qualify, certify, or
accept a voting machine. The manufacturer seel@ngication submits a Total Data
Package (TDA) including detailed documentation reewodes, and hardware
specifications of the products being tested. Adteeview of completeness, detailed test
planning is performed. A Physical Configuration AU&CA) is performed on the
product to test for any discrepancies between deotation, source codes, physical
configuration, and the manufacture's prior testegylts. All discrepancies are reported
to the manufacturers for resolution and reexanonati
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All hardware, software, and firmware are testedrdpthe Functional Configuration
Audit in environmental chambers and test labs teasare all standardsre met. This is
followed bysecuritytesting directed at the effectiveness of physiodl @ectronic
controls employed to protect critical voting systel@ments. Penetration vulnerabilities
of network and internal origin are also tested eeafied.

The committee was informed the thorough testindopered resulted in identified
discrepancies within most voting systems. Theserelmncies argentto the
manufacturers to be analyzed, corrected, and eete8s test programs progress
additional discrepancies will continue to be foumdly to be fixed and retested for the
benefit of the public. The representatives at $ydielieve this is a solid test program
helping reduce risk and improve product security accuracy. These tests are taken
seriously with the manufacturers. As Peter Lich&dlof Hart Intercivic said, "It is like
taking a test; you don't take the test until yoai@repared. Our machines go through
internal testing then to an independent test latl,then it goes on for the real test for
review before the Federal process. We want thewotd."

*The committee would like to note that on October 29)&€he EAC notified Systest
Laboratories Inc. with intent to suspend its acitadidn as an EAC certified test lab.
This decision was based on an earlier suspensianopéditation by NIST. The
suspension came after an on site review condugt&tMb AP with EAC and NIST
representatives present discovered non-conformitigsaccreditation regulations.
Nonconformities included failure to create and dale test methods, improper
documentation of testing and unqualified personhileé EAC requires that all test labs
must hold a valid accreditation from NIST/NVLAP.

Systest responded to the EAC within its three dzadtine to refute the NISJuspension.
A letter to the EAC from Systest Labs. Inc. Viceegtdent of Compliance Services,
Mark Phillips, indicated that all staff conductimgting system testing are degreed and
experienced testing professionals who have pasgads$s audited and approved
internal training and testing curriculum. Systestidved during the stressful conditions
imposed by close observation, which included goastg and interviewing by up to
eight NVLAP representatives, some of their staffyrhave not provided complete
responses but does not believe this constituteason to suspend accreditation.

In regards to the validation of testing methodst&std abs argued while NIST required
observation of actual testing of a voting systdm,dnly testing available that day were
initial trial tests being run for the first timeub to the newness of these tests faults were
uncovered. Systest agreed with recommendations ¢pyeNIST and submitted a
package to NVLAP outlining the procedural changgsté&st plans to make in response to
the recommendations. Discussion revealed the remeints for testing methods and
readiness testing have been interpreted differaviéyn between NVLAP members.

Systest also asked if there was a more effectivdearer test method documentation and
validation process. NVLAP representatives' resptogbkis question was other labs have
had issues in this area as well. Based on thestoactive response and ability to rapidly
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remedy this area, Systest believes suspensiorefabcreditation was not warranted.

Systest Laboratories Inc. wasspendethe day Mark Phillip's letter was received by the
EAC and is not allowed to perform any testing otingpmachines for the EAC until the
situation is remedied. Under EAC rule Systest Latsy request an opportunity to cure
its non-compliance issues within 20 days of suspen€ommitteestaff spokewith

Vice President of Compliance Services, Mark Phsllipn November 12,2008 to receive
updated information on theubject.Mr. Phillips assured the committee this was a minor
set back. He stated Systest is currently execatioigre plan in concert with NVLAP and
will rectify all identified areas by Dec 8th . Thext step will be for NIST and the EAC
to verify that they have actually made these chang8gstest Labs is asking they do this
not later than Dec 15

Once these systems are certified federally theyt thes become certified through the
State of Texas before being put on the market.Sdwretary of State (SOS) requires new
systems and modifications to previously-certifiggdtemgo be qualified by the EAC
with the 2002 version of the VVSG or newer. The d®klection Code requires all
voting systems be approved by the SOS before atyrehic voting machine is used in
any election. Texas uses three major manufacttoessgpply its voting needs: Premier
Election Solutions (formerly Diebold), Electionsssgms and Software (ES&S), and
Austin based Hart InterCivic. As heard from the ofantures Hart Interciviservesl04
counties within thestatewith a total of 30,000 pieces of voting equipmé&$&S does
business with 183 election entities including 146ty jurisdictions for a total of 11,000
pieces of voting equipment, while Premservices/ counties. All of these machines
must not only go through the federal process diftation, but the state process of
certification in order to make it to any pollingapk.

Former General Counsel to the SOS, Jay Dyer, exgadatio the committee the process
the SOS uses to certify these electronic votinghmas. He also informed the

committee on the follow up procedures in place kegphese machines secure once they
are deployed. Before a machine is even is congidgyehe SOS it must demonstrate it
can essentially pass the tests of two outsideiestindependent testing authorities, and
the EAC guidelines. If it does not meet the se&lspproval by anyone of these entities

it does not come through. Once the machines asdvext by the SOS they are reviewed
by six examiners, three appointed by the Attornep&sal's office and three appointed by
the SOS. These examiners review the systems to suakehey comply with the

statutory requirements set out in Chapter 122 efTiaxas Election Code.

After the review each examiner files a report webhommendations on whether or not a
system should be certified, which may be publig gi€wed on the SOS website. Once
the reports are submitted the SOS holds publiaigaand takes public testimony.

(Each testing date and public hearing date maylasaccessed by the public through the
SOS website). After all information is considerbd §0OS will make a determination of
whether or not theystemshould be certified. What will occasionally happeroting
machines will be conditionally certified meaningitoncern has been raised with a
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machine, the SOS will only certify it if the conosrbrought up are resolved. If those
concerns have not been resolved then that machimat icertified.

Mr. Dyer pointed out to the committee after a maehs certified it only means it has
met statutory requirements. What it does not medha voting machine standing alone
has a 0% chance of having any kind of problem uadgrcircumstances. Tlsecurity of
the voting method is not in the machine alone,ibtihe entire process making up the
voting method.

What is done to minimize those risks of having aini@e's security breached has a
multifaceted answer the SOS believes is trainirjamareness. The SOS spends
significant amounts of energy in training countgation officials the ins and outs of
these voting systems and assists them with seqlatys. Staff within the SOS is
constantly thinking of "what if* scenarios that ébhappen within an election, so those
possible "what-ifs" may be mitigated before thegurc

The SOS has developed best practices or a seragb/isiories for all county election
officials in regards to the security proceduresiing an election. Mr. Dyer made an
important observation, "To say that you have an §@8fied system and | don't have to
be careful or worry about any other process, Ikhwould reveal a serious level of
misguidance on what it took to run a safe and seel@ction. To say we can completely
eliminate the risks with this medium by using amotimnedium would also be misguided,
because whatever medium you are using you hauatound it with processes, seals,
tapes, security, whatever, because you are dealthga human endeavor. You minimize
the risks of human error whether deliberate orceattal. "

It was the view of the SOS if the right protocasucture, and training are in place; the
electronic voting method is more accurate becaudees remove the human factor in the
counting process. The SOS did warn the committeeiftlor when the legislature

decides to layout standards for electronic votiragihmes, that it is mindful of current
processes at the time and is careful not to adsfaralard applying to a machine not yet
created.

Throughout the hearing the issue of the time iesalo certify these machines was
brought up, not only by manufacturers, but by ébecofficials as well. David Beirne,
Executive Director of Election Technology Coundll(C), spoke on this issue. The ETC
is a 501 (c) 6 trade company whose membershipsepte over 90% of the voting
technology in the market place today. His testimitlogtrated one example of the
challenges manufacturers must deal with. He salteea the United States Session,
Congress was proposing a bill which would havesle¢ged technology not even in
existence at the time and would not have beerm®anticipated deadline. The entire life
cycle for new development of an electronic votiggtem is 54 months. New product
certification lasts alone up to 12 months, withaeaditional period for state certification.

Mr. Beirne stated the federal certification procst#$ has not yielded a single
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certification, but has increased cost by 300%. diredlenge with certification is it
directly affects the industry's ability to respaquickly to the growing and changing
customer demands. Many increased costs regardencgttification process affects the
entire industry. Manufacturers must recoup cedtfan costs in some way, and more
than likely do so at a county level. Dallas Cotstyanufacturer took one and a half
years to become certified for a version of thewgalfe which is now two versions old.
Bruce Sherbet (Dallas County Elections Administiglbelieved the counties could
receive newer and better software if the certifaraprocess was completed quicker.

Once a machine is certified it is up to the coumtedecide which manufactures they
would like to purchase from and which machines thesh to purchase. After those
machines are purchased another levaleaiurityprocedures are put in effect. Dana
Debeauvoir (Travis County Clerk) expressed hereitycwhen she said to the
committee, "Virtually all of us take the viewpoitmat the only way we can sleep at night
and say to our voters yes I'm certain that youe v®being counted correctly and say that
to them and mean it is if you do extensive testib@na took the committee through the
security process counties implement when handhegriachines.

Before elections are even considered and machmedsoaight, all county election

officials must perform acceptance testing from niaciures before a county claims a
product. Acceptance testing is datcounties may verify the product they are receiving
is legitimate and all components within that system performing to their required
specifications. This testing is not done just owben machines are bought, but also
when upgrades are in progress. All testing inforomais then retained on record.

After purchasing the machines every county goesutyin security procedures in order to
properly carry out an election. The basic testilhg@unties are required to perform
under state law is Logic and Accuracy Testing (L&A&ting). This form of testing is
done manually and is recommended to be done as asupbssible. If a mistake is made
during L&A testing the county mustartover and repeat the process.

After all candidates are set up in the proper miasietc. and are inspreadsheet a
known stack of data is entered into the machingernog all possibilities of blank votes,
over votes, under votes etc. Once the machinethoesgh all of the data, the results
taken from the machine is compared to the dataeshtdhis testing verifies all
candidates are in the proper place on the ballfadseaerything is in the correct precinct.

Thesecondkind of testing recommended, but not required shhaode testing. This test
compares programs being used by the county to {hraggams on file with the SOS and
at the NIST library. Hash code testing assuresdifisvarecounty election officials are
using is the corredoftwareand assures it has had nothing added or subtraotedhe
program.

A third form of testing catching on is paralleltiag. This form of testing is more

expensive, time consuming, and tedious so it isdloae within all counties. Parallel
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testing deceives the voting system into thinking i a real voting environment and not
a test environment. Ms. Debeauvoir explaineghiythinghas been planted in a machine
and has not been found by previous testing methad showup during this test.

To perform parallel monitoring, machines are pubbed randomly from a precinct and
aresetup in a secure room, preferably under surveillambeoughout the day, as done in
Travis County, staff isskedto enter "votes" from a test deck into the systent & were
Election Day. At the end of the day the resultstabellated and taken from the machine
and then compared with the test deck. This teclenailows the machines to be used as
if it were Election Day uncovering any possible ¢ksi' that could have been imbedded
into the software. This not only proves the corsadtware is being used, but proves the
voting machine has performed as it would have énfigid.

Currently L&A testing is the only required testimgthe State of Texas, while both hash
code testing and parallel testing are only recondednWhat can be done in Travis or
Dallas County may not be able to be done in smaflenties due to lack of resources.
Ms. Debeauvoir said all test processes are negeasdrif all are done properly she
believes the confidence level in machines coul@%%%. Bruce Sherbet, with the support
of other county officials, believed it would be wig/hen talking about parallel testing
and hash code testing that the state had a stapeldusi/stem in place for all counties,
and finds it troubling Dallas County might be doindifferent than Tarrant County, who
may be doing it differently than Bexar. Standantigihe system would benefit the
counties as well as the state so when advocacysgrask what is being done, the answer
among the counties will be the same. Sharon Rofv@pllin County, explaineghe

would like to go to parallel testing, but said gachairs in her county have told her they
are not interested in parallel testing and do ediele it is necessary.

Testing is not the only form of security procedudese on a county level. Ms.
Debeauvoir gave the committee a handout on theisgpuocedures Travis County goes
through. New, enhanced, or continued security presin Travis County are:

* Provide public invitation to attend all progranmgiand testing activities

* Maintain written procedures and initialed tracksheets

» Maintain independence from vendors

* Recruit, screen, and train skilled and trusteglegees

» Coordinate emergency management plans with oghevant agencies

» Use Sheriff and Constable Officersstecuresarly voting electronic ballot boxes
* Improve security for the building where electaxctivities occur

* Implement employee procedures that lower risk

» Conduct extensive pre-purchase testing of nevipeggnt orsoftware

* Provide continuous functionality testing of equegnt

» Conduct Hash Code Testing software

* Perform High Volume Testing of ballot programming

 Perform Parallel Testing

» Conduct Early Voting and Election Day audits bgtahing counts of voters by
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location as reported by the electronic voting syste the number of names on
signature rosters

» Conduct post-election verification using the thredundant electronic sources,
paper results printed from the electronic ballotdsy and precinct-by-precinct
election results

All election officials agreed all voting systems/baisks whether someone is voting by
machine or by paper ballot and these systems ai® qfea larger process. The security
measures are not just in one step, but in mang stewas pointed out by the election
officials with the passing of time and with the expnce and knowledge they have
gained the less dependent on the manufacturehtheybecome. These officials take
extra precautions they feel are necessary so @hsctnay be run in a safe and secure
manner.

County election officials have developed risk assent models or lists of real risk
scenarios threatening elections and then devedtgpdf ways to prevent, mitigate, or
recover from those risks. Counties through outstiaée go to extra lengths to protect
their elections. Galveston County conducts a mimmnaid three L&A tests and invites the
public to attend these tests. They also do noaussndor to program ballots. Even
printing and tabulating ballots are all done witlalveston County.

According to Steve Raborn (Tarrant County Elec#aministrator) Tarrant County is
taking more and more security precautions on th&i accord. They have added
physical security in their own buildings, controfiiaccess, increasing the changing of
custody procedures, and have improved the inversigstem so they can tell at any
moment where a machine is located. Sharon Rowdin@unty Election

Administrator, testified that all coding is donehause and everything is managed on a
county level. She said Collin County has secunfyslon everyone who enters the
polling place who is not a voter.

Another security measure in place through the SQBa mandatory partial recount done
after each major election. As Elizabeth Hanshaw#Wihe Director of the SOS

Elections Legal Division stated the SOS does natakto the precincts or counties who
will be chosen to be audited, leaving the procesyg secretive. This audit has been done
for a number of years and was put in place dutregeighties. The SOS uses the paper
audit trails all machines are required to have ukt®eV A. HA V A prescribes in code

all systems being used in an election must hawer@anent paper record for the purpose
of a manual audit

Dana Debeauvoir proposed a system akin to theropkemented in Georgia that would
support all counties and allow, among many thiagsnethods of testing within every
county, small and large. Individually, it is almasipossible to implement all procedures
and tests because of funding, but through a Teleati& Center she believes it could be
accomplished. The Election Center would be a atgdnibuse for all election officials. It
would perform research, train staff and voluntegesn and employ trouble shooters for
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voting equipment, assist with ballot design, previgirallel testing (along with other
forms of testing), andddressnany other issues. For example, if Texas wanted to
parallel test voting equipment across shegte they would have the opportunity to do so
through the center. This center could be housedroby one of Texas's own universities
and would be funded by tlsate.

Manufactures testifying before the committee agmeitld county election officials.

David Beirne of ETC stressed the integrity of &loions comes down to a balance of
prevention versus detection. The ETC, in an effodssist election officials with
providing security measures released "Safe Guattim{yote" a document outlining the
various procedures that can be incorporated bg atad local election officials for the
2008 Election. Mr. Beirne referred back tetatemenmade in a report done by the
Government Accountability Office on a contestedtdaiStates Congressional Election

in Sarasota County Florida; election integrity cerdewn to a system of people, process,
and technology. Mr. Beirne and the manufacturesepeesents believe the Texas
Legislature and the SOS should use these threeamnfs as a guide when assessing the
election integrity and reliability of voting techiogy in Texas.

What happens, Mr. Beirne pointed out, is the compiéture of personnel, procedures,
and technology can result in straight forward huraors and when this happens
unfortunately the media inaccurately and automiyiedtributes these errors to
technology.

Edward Perez is the Manager of Election Servicesiéot InterCivic. He has worked in
the public sector for six years as a professorkeain the Texas House, has been a
trainer in the field, has been in the trenches,tmwpersonal knowledge of the
dedication that counties put into their electidvis. Perez testified that some trouble the
industry does have is putting their hands arouaddsirds and being able to get through a
certification process that is not so costly. Tleiesis developing a product which does
not price them out of the market and can still mast enough the machines can actually
serve their customers.

An issue vendors must overcome is the mosastasfdardsn place across the nation,
because every state's standards are differeniniatant issue which must be weighed
by the vendors according to Mr. Perez is secuubility and cost. This combination
makes it very complex to fulfill. A vender does mednt to make a machine so secure it
is unusable or unaffordable, but they do not wamhéke a machingoaffordable and so
usable it is completely unsecure. Vendors wanteteetbp a product hitting all three
marks: security, usability, and affordability. Mrerez stated, "There is a valid and
significant citizen concern about the vote, whibs@utely needs to be addressed. The
absence of information means the absence of infmovahd serving our customers, and
addressing those concerns is also hampered bewausen't have clear standards.”

Hart Intercivic representatives shared with the oottee the issues they see with their

customers during election events and describechtis common issues they see with
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voting systemgoday along witlsolutionsto these issues.
These issues are:

* Public perception that the process is not traresga This can be resolved by
opening up our elections officesdtheir processes to the public. Let those who
are interested watch as ballots are laid out, eqeiy is prepared, and votes are
counted. Hart can also do things, as a voting sygti®vider, to be more
transparent and we are working on those solutiGnstently, we routinely
escrow our voting system code with State and Fédathoritiessowe do have a
form of disclosed source code in place.

* Issuing an incorrect ballstyleto a voter - This human error has been the bane
of elections for many years, especially in compieisdictions, no matter what

the voting method. To avoid this error in Travisu@ity, for example, poll

workers repeat the precinct number as displayeti®noter record and again on
the Access Code when handing the Access Code tmthe Harris County poll
workers write the precinct number on a slip of pagred compare it to the printed
Access Code; during Early Voting Tarrant and Montgoy counties use an
electronic poll book to print the precinct numbeatbar code anscanthe bar

code to generate the voter Access Code (thus agpidiman error).

* Inadequate electricalpplyat a polling place in combination with weak
batteries or no batteries installed - Jurisdictisinguld test electrical outlets when
gualifying polling places for use and use batteagkup and/or Uninterruptable
Power Supplies wherever possible.

* User training-related errors - Often jurisdictistaffs are too busy and/or have
too little county funding to pay for new employeaereview training. Because
they don't run elections everyday, the forgetfutn@srve kicks in. Of course, the
same is true of poll workers. Poll worker trainimgeds to be hands-on, taught by
staff members who know what they are talking alamat reinforced with practice
as well as clear and consistent documentation viRolkers have a LOT of
responsibilities on Election Day, and they desexeellent hands-on training and
support.

After security the next issue most commonly broughts the accuracy and
trustworthiness of voting equipment. Are they aate? Can the public trust the
equipment? Testimony from all county election affis assured the committee they
would not be able to stand behind the machinestbkeyif they did not think they were
accurate, secure, and trustworthy.

Steve Raborn believes the systems Tarrant Coufeysadresecurefrustworthy and
accurate and thinks the 4d.turnout rate during the 2008 Primary Election sgeak
itself. Bruce Sherbet has been an Election Admist for 21 years. In that time he has
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seen Dallas go from lever machine to punch carg¢tbased punch card, and then in
1998 to optical scan with punch screen. He belid¢iverigh electronic voting the state
has taken 3, 4, or 5 steps forward and the Stafexds is much better off with the
technology. He added this did not mean the teclyyodtid not need to be improved
upon, but it is better than what Texas has haterpast. Mr. Sherbet stated the most
inaccurate form of counting method he has sedmeifiand counted paper ballot.

Joy Streater (Comal County Clerk) spoke on the raoyuof electronic voting machines
vs. paper ballots, "If you give me 999 votes baingnted out to 9 people making hash
marks, | will give you 999 different tallies mayBeor 5 times". As Ms. Streater pointed
out once poll workers arrive at 4:00 a.m. at thiimqpplace, work through out the day,
by nine p.m. they are brain dead. This human elémemhat county election officials
agreed to be what causes the most errors in ehsctio

In fact what concerns Steve Raborn is the calldwerto hand counted paper ballots. Mr.
Raborn, who has had 25 years of experience, cathimétof a method that has the
potential for causing problems than the hand calipsper ballot. The error rate he
believes would exceed what is found in electromitng. Allison Harbison (Shelby
County Clerk) stated she has had a recount neacly election since HAVA and none of
them have ever changed the outcome of a race. §aiv€ounty Election Coordinator,
Douglas Godinich, believed with the 36 or 50 difetr ballot styles being used it would
not be possible to go back to paper. The simplisticg of conducting elections in this
day and age he explained would not make it posditdealso informed the committee he
does not believe Galveston County would have bbénta produce the kind of turnout

if not for the machines they use in conjunctionhwvitie paper ballots.

Other benefits shared by county election officiaése the efficiency of counting ballots
and being able to provide easier access to theldd@opulation. More access for the
disabled was an important benefit brought up dutiveghearing. Bryson Smith, who
represents Adaptive Texas and is disabled himsedired his testimony with the
committee. He believes with the advent of the DREh&s been able to vote much easier
and more privately as compared to the past. Mashimebelieves, has helped voter turn
out within the disabled community.

Dennis Borel, the Executive Director of the Coalitiof Texans with Disabilities (CTD),
agrees with Bryson. Since HAVA was adopted the @B been working with the SOS,
presenting at election law seminars and condustimgeys to the disabled. As Mr. Borel
pointed out Texas has a history of the disablednsonity not participating in its
elections and should focus on the disabled. Hedtat2003 there were 3.2 million
disabled people in the State of Texas. Not all ireguassessable voting machines, but
with the voting age getting older the number isyagding to rise. Both Mr. Smith and
Mr. Borel agreed the use of voting machines hasrgthe disabled a much more private
voting experience than what was available before.

Mr. Borel was part of a focus group dealing witk thsabled communities' involvement
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with elections and said the question amongst thabdied that got the most attention was:
How much do you value the private ballot? A sebedlot was very important to all who
answered. Another important question asked washehet not the machines they voted
on were accessible. Of the Texans that respond¥#dvéith blindness said the machines
were easier than prior methods. Eighty-three pénsto were mobility impaired and
86% who were hearing impaired said the machines ware accessible than before.

When asked whether or not the disabled communitg\uesl the voting machines were
secure, Mr. Borel cited a study done by the Amerigasociation of People with
Disabilities. In this study they surveyed the disdlcommunity on what their expressed
confidence was on security and accuracy of thewdfft types of voting methods. Sixty
seven percent had confidence in the DRESs, 64 %biafidence in precinct county scan,
36 % expressed confidence in the vote by mail ntktand 28 % had confidence in
internet voting.

He stated he did not doubt there was some "techencdution” that needed to happen,
but the fact was machines were a better processihat was in place before. The
number one complaint Mr. Borel presented to therodtee from the disabled
community was poll worker training and explainedrthneeded to be more emphasis on
demonstration accessibility features or avoidirtgjrsgg up machines in difficult areas for
the disabled to get to.

While the testimony among our own county electiffitials commended the use of
DREs some states have gone to extra lengths to sueikeheir certified machines are in
fact what they say they are. There have been raeations of state and federally
certified voting systems across the United Stateisiwhas led to decertification and
guestions open to the actual security of DREs.f@alk& is one of the most well known
instances of a reexamination of voting machines.

The California Secretary of State contracted with Wniversity of California to conduct

a top to bottom review of all the voting machinesig used in California. The goal of
the review was to test the security of the threetebnic voting systems, two of which
are used in Texas. Matt Bishop a University of foatiia at Davis computer science
professor led a team on assessing vulnerabilitidssaid he was surprised how easy it
was for his team to break into the voting machemaes added that if given more time they
would have been able to find more problems.

Each "red team" was to try to compromise the a@yyrsecurity, and integrity of the
voting systems with out making assumptions abontpensating controls or procedural
mitigation measures that vendors, the Secreta8tait, or individual counties may have
adopted. Under those conditions each "red team"abkesto breach the security of all
three system§& The summary states when developing scenariostégeds” made no
assumptions about constraints on the attackertakiesn from the review, "The results of
the study must be evaluated in light of the coniexthich these election systems are
used. This emphasizes a key point often overloakéie discussion of the benefits and
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drawbacks of electronic voting systems: those systare part of a process, the election
process; and the key questiesmihether the election process taken as a whole snieet
requirements of an election as defined by the lpudijic.” **

The reviewers stressed no computer system or ca@npasedystem are made
completelysecure and the managef these information technology systems must
develop sufficient controls within the process rdey for the system to meet specific
standards and requirements. An information techgyosecurity plan they believed
included three issues of interest in the fieldlet&onic voting systems: physical
security, security training of staff, and continggmplanning. It was further pointed out
any security system when dealing with technologglitronally relies on layers of
mechanisms, not just one lay&t.

Red teams of the Top to Bottom study in Califorhih mention issues regarding the
capability of the review. One was lack of time,yhelieved if they had more time they
would have been able to uncover several more vaifhiléres, but because of time
constraints teams had to discontinue studies pthipose of preparing reports. Another
issue was the lack of information. Some documemi®wubmitted too late to be of any
value to the research.

Red teams identified several vulnerabilities arespnted several scenarios' in which
these weaknesses could be exploited to affectdireat recording, reporting, and

tallying of votes. The study pointed out vendorsuigtd assume the components of their
machines will be used in un-trusted environmentssould therefore place mechanisms
within the machines withstanding determined attatks

All manufacturers testifying before the committebutted the reviews by agreeing even
though the reviews have varied they have lackedhtipertant components always
considered during federal and state certificatesting, i.e. election equipment and
technology designed to be used, not in isolatiomjian environment of people and
processes.

Representatives from Premier informed the commiiteie they may not have agreed
with the methods used in these different revietwsy ido take them seriously and are
always working on developing new ways to incre&sergliability, functionality, and
security of their voting systems. Again, becaustheftime it takes to get certified
manufactures believe they are unable to provideéveinnovations to the county
election officials in an up to date manner. Thebem being security enhancements
designed for new systems are still in the certiftsaprocess. They have, however,
included additional layers of defense in the neveimreges and believe if states can be
patient they will benefit from the extensive tegtimeing done.

While these reviews may provide important inforrmatabout system architecture in a
way that casts light on questions of securityhdidd not be mistaken as a realistic
environment. This realistic environment is filledthvelection professionals, safeguarded
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equipment, pass words and physical barriers whbtbit corruption. David Beirne, with
ETC, saidsincethe reviews neglected to include current elecaidministratiorsecurity
guidelinesandthe machines were tested within an operational wactney have
damaged the public perception of electronic vo&ggipment.

Even with the increased security procedures therstdl those who believe voting
machinesshouldnot be trusted. The committee took testimony frathbocal and out
of statewitnesses stating their cases against electrotiiogymachines.

Clint Curtis, a programmer who worked for Yang Epteses in 2000, shared with the
committee how easy it is to install an internalkherca voting system. Mr. Curtis flew in
from Florida to share with the committee his concand experience. His concern was
not an external hack, but an internal hack. Anrivdehack involves someone, who from
within a company, programs the hack within the alctode of the program. There are
millions of lines of code within a program definimdpat is seen on screen. One line of
code amongst millions of lines of code can be waiilhin the program "hacking
internally” to disrupt the program and can be atéd by anything such as a date, time,
etc. Once it is turned on, the voting machine isatyefollowing the directions that were
programmed in it.

According to Mr. Curtis's testimony while workingrfYang Enterprises he was
approached by, among others, the incoming spedkke d¢-lorida House of
Representatives with a request to create a teaarerbased program with hidden
"buttons” planted inside the programs code. Thigyam would be designed to flip
votes during an election. Believing this was a @cbjo learn how to mitigate electronic
vote tampering, Mr. Curtis built the program. Heoteran additional program counter
acting the vote flipping program. Upon deliverimg forogram he was told the program
was not built to stop potential flips, but to adlydlip votes.

He delivered the program, but is unaware if it wasd. Florida's law, he states, allows
one to build a machine with the capability to fhiptes, it is just illegal to implement such
a program. The point Mr. Curtis made to the conemittvas the entire method of voting
electronically is based on trust. Trust in the nfactures; trust in manufactures’
employees and so on. He stated it would not takehnmuflip an election, and with a
program he designed he showed the committee hoouitl be done. The Secretary of
State's Office pointed out the problem with sugr@ram is the current rate of time it
takes to certify a voting machine. A person whoemerwrite such a code would have to
know years in advance who was going to be on thetlmefore the actual election. Only
then could the program be effectively carried out.

Dr. Dan Wallach is a professor at Rice Universityose research focuses on computer
security and has been researching electronic veystemsince2001. He also worked
for the California Secretary of State during th@20 op to Bottom review. He disagrees
with the talk in regards to what was done in theaws in California and Ohio.
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Statements negating threat models, or that they stiddnot consider how poll workers
operate he says are incorrect and all were coresid&vhile all voting systems do have
flaws, he believes electronic voting systems havareety of security flaws enabling
fraud of a scale and simplicity previously unknown.

Dr. Wallach cited practical voting machine erroeslielieves plagues voting technology.
Human error is one main cause of failures withngtnachine. While investigating a
race in Webb County involving an incumbent and lelmgjer, Dr. Wallach was unable to
produce any evidence of actual fraud but was abpgdduce procedural errors on a
county level.

He additionally cited findings from a report pugé&her by Rice. For this study Rice
created a DRE system that would lie on screen plingose of this project was to find
out how many people would actually notice if a vates changed or not. They
discovered 60% of the test subjects did not natieen the review screen was
manipulated. Still 95% reported they felt the rewscreen was useful and preferred the
DRE to other methods of voting.

Dr. Wallach also brought up the issue of securnitingrabilities. When working for the
Secretary of State of California he was on the teaamining the Hart Intercivic
systems. His team found an attacker could plugangoHart eSlate machine and send it
a variety of commands. What was worse they founsl avsingle corrupted machine,
when connected to the "tally" machine (used foemtery control, among other things)
could possibly corrupt the tally system and subeatjy attack other machines.

His conclusions are every electronic voting systesed in Texas is unacceptably
vulnerable to very simple yet staggeringly effeetsecurity attacks. Dr. Wallach said the
same vulnerabilities he and others found coulddptoged without leaving any evidence
behind and cautioned just because no one is aWwareyattacks does not mean attacks
have not occurred. His suggestions to the commuttze to limit DRES to one per
precinct and to manually hand count paper ba(®é&e Travis County note at the
beginning of this report)He additionally suggested eliminating straighttypé&cket

voting, which would reduce confusion among voters.

Bruce Funk, former election official of Emery Coudtah, testified before the
committee as well. He served for 23 years workimglections in Utah. After HAV A
came into effect he was invited by the State ohUtabe on a selection committee to
select the type of machines Utah was to buy. Bpartjal to the optical scan units in use
in Emery County, he felt he would have a biasediopi and did not want to be on the
committee.

Mr. Funk stayed on the committee and was oppos@Ries. He saw numerous
calibration problems during testing. Upon initiataptance testing in Emery County six
DREs were rejected, two more would later have teepéaced. Mr. Funk felt as if he
was being set up to fail and called in independergstigators. He called the
organization Black Box Voting, who brought in congruprogramming expert Harri
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Hursti from Finland. Mr. Hursti was given nothingre than a voting machine and
foundserious concerns. He in turn called in security expeigh Thompgon of Security
Innovations. Together they found password sectotgs or security holes only
accessible by password, which were later deciphéecbrding to Mr. Funk Emery
County entered into a contract with Diebold, thenofacturer of the DRE in question, to
remove what Mr. Funk and the investigators founel offered to pay for damages, but
was denied the opportunity and was later lockedbhts office and removed from his
job.

Debra Medina, Wharton County Texas Republican Ralnigir, does not agree with the
success the county election officials have had.é#perience with voting machines has
not been as pleasant and believes no amount pirtgais going to fix a technically
flawed machine. She has a well documented caseNitmvember 2007 where a DRE
changed a voter's vote on the screen in fronterhtnd could not correct it. She has
also had machines fail after public testing dueditbration issues, only later to find out
one of the Attorney General's Examiners found a&pdred on the same issue when
reviewing the machine.

Expert witness Jim March, a board director for BIBox Voting, believes the state
certification process has failed at some level slmmived the committee a pair of expert
reports on machines from Wharton County Texas d#edary 2007. He quoted James
Sweringer PhD. an examiner for the State of Temasgards to machines like the ones
used in Wharton County. "We agreed in advancewidéiup the tasks between the
engineers. This allowed us to go into great dep#aoh, but it also meant that most
results were not personally observed by every exanii This statement, Mr. March
believes is why some examiners report some issuegstaers do not. While assisting
Debra Medina in Wharton County, Mr. March foundevtital discrepancies very much
akin to those found by another examiner a yearezailhe complexity of the electronic
voting technology was best illustrated by Rep. Bamnam's statement, "The concern is
that you have convinced me of the oversight probldmt the elections administrators
convinced me they can't physically handle a pap#otsystem.”

Karen Renick, founder of Vote Rescue, is an adwoechthe hand counted paper ballot.
She believes there has been much misrepresengattbmisinterpretation of the Help
America Vote Act when it comes to electronic votmgchines. She indicated HAVA
does not require hand counted ballots be replagddREs, but only requires individuals
who are disabled be able to vote independentlypaivdtely. This is verified in
SECTION 301Voting System Standardsof the Help America Vote Act.

Ms. Renick believes the costs related to the elaatrvoting machines were not stressed
enough during the transition of voting methods #redmoney spent itself is a reason to
go back to paper. The first of this money spemddhe 3.8 billion dollars given to the
states from HAVA to acquire voting machines. Alamigh these machines, she
explained, came additional unmentioned costs oirggdhe machines in environmentally
controlled storage facilities, keeping the bat®rharged, transporting the machines,

23
152



insurance costs, yearly renewal of software licerss®l the technical support
accompanying the machines are all costs burdehmgdunties.

Through phone interviews with county election a#ls, according to Vote Rescue, they
found that Hays County maintenance cost was reported to go from $40@&4®,000.

El Paso wasaidto lease a building for $30,000 a year for mackioeage She believes
these costs should be redirected to the commuibyiegay of increasing pay for poll
workers and investing in more poll worker trainingt on electronic voting equipment.

Alison Harbison, Shelby County Clerk, expresseddoeicerns of the costs attributed by
the voting machines. Shelby County has 14,485 texgid voters with 14 county
precincts and 6 school districts. Even when city school elections are held jointly to
assist in costs for entities, the cost increasebbas over 50%. Ms. Harbison believes
the election software companies have exclusiverabaot the costs. By adding political
subdivisions under a population of 2,000 to thamgx#on of electronic voting
requirementsshebelieves, would give the smaller counties needszhfirelief.

All manufactures testifying urged the legislaturddok closely at federal guidelines if it
considers changing certification procedures. Damgvould minimize duplication, save
state resources, efficiently allocate staff tinted aninimize the time it takes to certify a
voting system effectively. In turn reducing the tsasiade up on a county level.

Advocacy groups like Vote Rescue believe going haakanual hand counted paper
ballots is the only way to stay away from stoleecébns. They believe the idea could
effectively work if all precincts were smaller inder to make the manual count process
more manageable. However, in regardsnallerprecincts Representative Burnam
pointed out, from practical experience, one dogknow how many voters will show up
in one precinct to the next. All the state woulddoéng is creating a practical need to
have more people working at precincts, becausauh®er of precincts has increased.

Abbe Waldman-DeLozier of Vote Rescue stated, "fhkies days to count the votes then
that is what needs to happen, because what werftavés what | call fake elections.”
She said in doing their own surveys, 80% of theppeeapproached in their citizens exit
poll were willing to tell them how they voted besauthey were concerned with the
voting machines.

May Schmidt has been an election judge in Travisr@psince 1970 and has worked
with every form of voting from manual hand counpagper ballots to the DREs. She
reported to the committee she hears lots of comgléiom her precinct because of
electronic voting. She believessomecases paper ballots can handle problems like
massive power outages and not being able to etéeq building on time, better than the
machines can.

Chairman Berman was honest with those in attenddioal are asking us to tell 254

counties to forget what you are doing, get ridlbfree machines and go back to paper
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ballots. This legislature is very reluctant to hav@andate of any kind on our counties,
county commissioners, and our county judges. | tstded what you are saying, we all
do, but I have to be perfectly honest with you eWenich a bill came out of this
committee, | doubt it could pass in the legislatuRepresentative Bohac followed the
paper ballot argument by pointing out the reasow thiere was a move from paper was
because there were many types of problems and wabdgaper.

Voter Verified Paper Audit Trails (VVPATS):

Even though all DREs are required to have a papdit aail, there is still concern with
the lack of verification of the ballot by the vat&io meet public concern the
manufactures provided the Voter Verified Paper Addail or VVPAT. California was
the pioneer in requiring VVPATS. Voting systemshwatut VVPA Ts in California after
July 2006 could not be us&lCurrently there are 16 states (or at least somdjations
in these states) using DREs requiring VVPATSs: AK, £A, CO, HI, a, IA, MO, NV,
NY, NC, OH, UT, WA, WV, WI. Three states (or at &¢gdome jurisdictions in these
states) use DREs with VVPATS, but have no offi®lPAT requirement: MA, MS and
WY. Seventeen states use or will use paper-basuveystems (the vast majority are
counted on optical-scan systems): AL, CT, FL, IDENVI, MN, MT, NE, NH, NM,

ND, OK, OR (vote-by-mail), RIl, SD, VT. Fourteenta&sand the District of Columbia
currently use DREs in at least some jurisdictionE, GA, LA, MD and SC they are
the only system in use statewide) and do not useegmire VVPA Ts: AR, DE, DC,
GA, IN, KS, KY, LA, MD, NJ, PA, SC, TN, TX, V A?

In the most recent congressional session there aveuenber of bills mandating the use
of VVPATSs. However, due to the large outcry frommguuter scientists, Secretary of
States, and county election officials from acrémsWWnited States these bills did not
become law. Would VVPATS help increase voter caarice and security? While some
believe it would, others contest VVPA Ts would assist in the voting process would be
a waste of government dollars and a false senseauirity.

Every county official testifying before the commegtagreed the VVPAT in itself is not a
security measure and believes it would not be a gdea to require VVPATS in the State
of Texas. Dana Debeauvoir told the committee, "Mahys believe that there is no roll
that the voter can play in electronic security, ainre the only security features is
hoping that a voter will catch an error. That's sexturity. A VVPAT will give them an
opportunity to see what they have entered in, BUPXT is not security at all.”

Joy Streater went to a demonstration of the VVP/SIe recounted three times the
machines jammed. She explained what she saw wakad thermal paper able to hold
100 ballots. As she illustrated if a precinct h@s2achines and 4,000 ballots it will take
many small rolls of paper and a worker whose joblva to watch paper. The paper she
stated would be one more thing to lose and wouldrbadditional cost. Bruce Sherbet of
Dallas County cautioned the committee stating Teskamild really pause and consider
the VVPAT and not make it a knee jerk reaction @abi&is seen other states do.
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Dennis Borel (CTD) stated most disability groups epposed to VVPATS, becausie
the time he believes the technology does not egigbters would havanequal footing
on verifying the ballot, especially those with digies. He believed there could be a
time when the technology is there, but is not mene.

Evenadvocacygroups originally who were proponents of the VVPBave changed their
position. Vicki Karp, of Vote Rescue, gave reasehy their organization has changed
their position on VVPATS. She cited 20% of the papails turn out to be illegible or
unusable due to double printing or paper jams. Narsfbom Caltech/MIT studies, she
reportedshowup to 80% of voters not checking the trail befamstmg their votes. Ms.
Karp citeda study done in Cuyahoga County Ohio where 10% op#yer trails did not
match up with a voters vote.

One report studied came from Georgia. This regadied what resources were used
when using a verifiable paper trail and whethenatrit was a good option for Georgia to
use. Cobb County Georgia participated in a pilogpam in which one precinct of three
counties in Georgia would produce a VVPAT for tle®@ November General Election
and any runoff elections following. This pilot pragn was established to assist the
Georgia legislature decide whether or not a VVP #eduirement was a viable
solution?®

What Cobb County found was the precinct choserat@ imachines with paper trails had
constant lines of 1 and 2 hours long during ElecBay where other precincts had only
occasional lines not more than 20 minutes,sometimess long as 50 minutéSAn

issue thoroughly covered within the Cobb Countyrepas the large amounts of extra
paper having to be handled and stored. A paperdap&ined around one and a half feet
per voter. With 976 voters in that precinct aloime paper accumulated was
approximately 1,464 feet of paper tape provingdwéry unwieldy and hard to handle.
Much of the time spent by Cobb County electionaudis was unwinding and adjusting
paper tapes?

To audit the VVPATSs it was necessary to staff 18gbe each day for 5 days. Cobb
County started with four counting teams of threekeos. However, at the end of the
first day election officials believed they had pobgressed sufficiently enough for the
time span given and added two more teams of three.

There were two recorders and one caller to each.tBach time the calleyaidthe name
of a candidate the recorders made a vertical n@amke there were four vertical marks a
fifth mark was hashed through the vertical marks sAon as this occurred the two
recorders would call out "Tally". If "tally" was hoalled by both recorders at the same
time, they were required to start the process allagain and find the error before going
on.

It was also necessary to expand the space utilarealiditing ballots as well. Cobb
County started out with an auditing room contairangund 400 square feet, but ended
up having to acquire a second auditing room coimgifh55 square feet to adequately
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accommodate the process.

What were the results? Cobb County Election offsciaund all manual tallies matched
the machine counts, proving the machine counts e@mect. However, cost as
measured in both time and money was high. There @édifferent employees, three
managers, and a Diebold technician that were usadcourse of five days. Their total
cost for the one precinct was $2,937.45, whichmdidinclude the three managers and
Diebold technician (whose salary was paid by Didpdl'he total hours between teams
were 312.25 hours in five da§sThe time it took for the teams to count one ballot
varied from three to eleven minutes averagingva fininutes a ballot. A total of 11
hours were spent on "recounts” caused by human®rro

The Cobb County election officials concluded, "Thanual audit proved the touch
screens did count the votes accurately, howevalsat proved having humans count by
hand is not an efficient method of counting. Humanake lots of errors and have to go
through the steps many times in order to get tjit answers. Humans take a very long
time to do what machines can do instantaneodslyHey suggested in their report if
VVPATs were mandated, the manual audit processldlomly be used for selected
races.

The time required to count ballots by hand woulelvent the election officials from even
being able to conduct the next election. For exantpe Cobb County election officials
calculated how long it would have taken them tontdhe General Election of 2004 in
Cobb County alone. There were 229,231 ballotsinaSbbb County, if they averaged 5
minutes a ballot as they did in the manual audihti would have taken them 19,102
hours to manually count the ballots. They calcaat¢hey had 20 teams working 40
hour weeks the manual count would take 24 weeks.pFice tag for such a project,
Cobb County estimated, would be $520,60Mcidentally, Georgia is a state not
requiring VVPAT machines. How many combined houwsild it take for a state the size
of Texas to manually count ballots? Using Cobb @garaverage of 5 minutes per ballot
and multiplying it by the 4,399,116 votes castha 2006 Gubernatorial Race (as found
on the SOS website) then dividing that total byré0rder to extract the time, it would
take 366,593 hours or roughly 42 years to manualint those ballots.

The committee also made contact with Nevada, a stguiring VVPATS, to get a
balanced look at states that do not use VVPAT$hesones who do. Committee staff
contacted Clark County Clerk, Harvard Lomayx, in fldras Vegas, Nevada in regards to
the states' policy on VVPATS.

In Nevada the electronically recorded results areswered the voter's ballot and the
paper tape or voter trail is only used for auditing accuracy of the electronically
recorded results. These paper tapes are not useectmunts, but are only used for
auditing. Voters are not allowed to keep the papees. When asked about machine
failure Mr. Lomax stated since the VVPATSs are menta devises they do experience
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paper jams. However, all in all failures have bsmand far between. Most jams are
the result of workers improperly installing the pagSince the VVPA T mandate Clark
County has been able to reduce the number of humdaced errors by improving
training and quality control when threading the grap

In regards to costsssociateavith VVP A Ts, he stated because the rolls of paper
thermal paper there is no cost for ink. Howevecgaose of the hot climate in Nevada
they muststorethe thermal rolls in water cooled ware houses. theemal paper itself is
$1.25a roll and he estimated they would use about 10r6l®of paper in the 2008
Presidential Election. He believed in comparisoth®mover all Presidential Election the
cost of paper would not be significant.

When asked if he believed the benefits of the VVBATtweighed the problems and
costs associated with them Mr. Lomstated, This is a difficult question in that it is very
subjective. We have 5,000 VVPATSs that would nowt ¢bs county $5,000,000. Since
the VVPATSs were added to our electronic voting niaes, the complaints | used to hear
about 'paper trails' have essentially disappeansgty much appreciate that. On the
other hand as County Registrar, | know that thelmas are accurate and that the entire
cost of operating and maintaining the VVPATSs isgyrto maintain public confidence in
our election process. Obviously, one can arguertbadrice is too high to ensure the
public has faith in its elections, b#5,000,000s quite a bit to quiet what amounts to a
very, very small but very, very vocal portion oétélectorate.”

Mr. Lomax gave this advice to the committee befaresidering enacting legislation
mandating VVPATS, "Don't rush into anything. Pagsd attention to what the Election
Assistance Commission is doing in regards to fddgamdards for voting equipment.
The EAC moves very slowly and you don't want tonspa lot of money into voting
equipment that in a year or two may no longer nmesiral standards."

The committee was also fortunate to receive writestimony from Michael Shamos.
Michael Shamos has been a faculty member in thed@di Computer Science at
Carnegie Mellon University in Pittsburgh since 19a@b attorney admitted to practice in
Pennsylvania and before the United States Patent@demark Office, an examiner for
Pennsylvania and has performed 121 voting systemmations and recently was on the
task force of the Florida Secretary of State tlxah@ned thesourcecode used in voting
machines in Sarasota County during the disputedh&uen-Jennings congressional
election. He testified before the U.S. Senate Cdtemon Rules and Administration on
July 25, 2007 regarding the proposed bill manda¥W@ATs. In his testimony he
argued even though the bill makes repeated refereneerification it does not come
close to providing it. The VVPATs may show the vettheir choices are correct but
does not verify the ballot will even be countedttat it will even be present for a
recount or a later audit. He argued a VVPAT dodgnavide privacy, because a simple
comparison between the VVPAT and the poll list gia@vay everyone's vote in violation
to the SECTION 201 requirement ofecreballot?’
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During the time the legislation in question wasridghere were no commercially
manufactured DREs meeting the requirements inethislation. This legislation would
have effectively outlawed DREs in the U.S., desttitefact they have been used in the
U.S. for 28 years with out a single demonstratetient of tampering in an election.
Conversely, in the same period he continued, thave been hundreds of people who
have gone to jail for tampering with paper balldfs. Shama pointed out the main
problem with DREs is reliability, stating ¥®of machines fail on Election Day. He
continued by saying it should be obvious that agldine more mechanical item like a
printer only would reduce reliability. Conductingdats would be lengthy he testified,
counting 2% of ballots in a state with five millieoter would require approximately
16,000 hours or eight man years. This would reghieeservice of over 100 people full
time for three weeks just in one state.

Michael Shamos believes end to end verificatiaiésholy grail of voting systems;
however, no such verification is now possible vatly commercially available system.
He urged the Senate Committee not to require amytbssentially mandating some
existing system and discouraging research and odewent into voter verifiable systems.
He also believed there is no reason why electiatiedéed software should be
confidential. As long as codes in voting systenmsai& secret, he believes the public
will never trust it. He left the Senate Committeéwthese words, "The very idea that a
paper record is secure at all continues to beedfurt every election. It is folly to
mandate nation wide changes to our voting systeris #me a problem manifests itself.
Voters and election workers need time to adjusuih changes which used to occur
approximately every few decades, not every fourg/ga

Recommendations:

The committee would like the 81 egislature to understand the issue regarding
electronic voting equipment is a complex topic andolution is as easy as it may
appear. There are many variables to reflect on wesidering changing standards or
the Election Code. No decision should be basechwotienal reactions but educated
decisions. The S1Legislature should not dismiss concerns preseittedthrough these
concerns the Legislature may be able to pinpoitutaa@roblems and be able to assist
with the development and security of Texas's ciraed future voting methods. The
committee also advises the Legislature to be mimaffthose officials carrying out any
changes made to law and realize county electiaoiaif require sufficient amounts of
time to properly follow through with those changéke following are the
recommendations to the 8legislature.

1. After listening to testimony and researching¢herent VVP AT process the
committee has serious concerns about the implem@miaf VVoter Verified Paper Audit
Trail technology. As Michael Shamos stated mandgétirs medium would only
discourage the development of perhaps a newer ettet Inedium. The costs associated
with VVPA Ts would be large not only monitorial battime as well. The committee
believes it would not be an efficient process & time. While the committee believes
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providing a secure method of auditing electiors wgorthy policy goal and is a high
priority, the committee believes the VVPATs may hetan adequate source of security.
The committee asks this legislature to be patidnteworking with the SOS,
manufacturers, county election officials and adegagroups as a more innovative and
secure voter verifiable audit system is developed.

2. While the committee realizes all counties waiigently to properly execute security
procedures during election time, it does find gadincerting that all 254 counties may
have different testing standards. The committebes it would be healthy to look into
a standardized testing method for the state. Viighhelp of the SOS and the county
election officials, the Legislature may be abletone up with a solution allowing all
counties to participate.

3. The committee believes the Legislature shoulteve the current certification process
with the Secretary of States Office to make surea$aloes not "double up" on
certification processes carried out on a Fedeval lé&xpediting the certification process,
while not jeopardizing the integrity of the processuld lower costs to the
manufacturers. This in turn would lower costs aoanty level.

Additionally the committee believes the SOS shaeldew all procedures within their
certification process in order to make sure theeena oversights when certifying a DRE.

4. Through out the hearing the committee heardsthinces of voting machine failures,
which were the cause of human or procedural efifog.committee recommends
working with the SOS and county election officimdancrease training in the procedures
surrounding the electronic voting machines in otdaeduce the number of procedural
errors.

5. In regards to voter confidence the committe@bes all counties should publicize all
examination dates of electronic voting machineskaep the public well informed of the
processes being used during and after electiors date

6. In response to the idea of a Texas Election&getite committee believes this idea
should be thoroughly looked into during the 200@1m. A Texas Election Center

could be responsible for technical support curyedépended upon the manufactures.
Testing, consultation, ballot design, and a nundbdrenefits could be provided by such a
center.
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Appendix E

Minority Report #1
Submitted by Jim McNabb
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Appendix F

Minority Report #2
Submitted by Karen Renick
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